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SAINT Louis UNIVERSITY SCHOOL OF LAW

THE GLOBAL DIMENSIONS OF VIRTUAL WORK

MIRIAM A. CHERRY*

INTRODUCTION

Recently, unusual “factories” have appeared in Third World countries;
these factories do not manufacture goods, but instead feature computer
workers, typing and clicking away, playing video games, collecting coins and
swords, and fighting monsters." Known as “gold farmers,” these workers are
paid to harvest virtual treasures for online gamers in the developed world.”
First World gamers want to advance quickly within their online role-paying
games of choice and, tired of the repetitive tasks necessary to build a high-
level character, would prefer to pay others to do the work.” As a result, gold

* Associate Professor of Law, University of the Pacific, McGeorge School of Law; B.A., 1996,
Dartmouth College; J.D., 1999, Harvard Law School. 1 wish to acknowledge my fellow
participants in the symposium, particularly Samuel Estreicher, Martin Malin, Cesar Rosado, and
Jeffrey Hirsch, for their helpful comments on my work. Additionally, thanks are due to the
organizers of the conference, Susan FitzGibbon, Matthew Bodie, Elizabeth Pendo, and the
members of the St. Louis University Law Journal, including Susan Musser and Robert Seefeldt,
who worked together to make the conference an enjoyable intellectual experience. Professors
Ruben Garcia, Richard Heeks, Paul Kurtz, and Jarrod Wong offered helpful comments as well.
Finally, thanks to Joshua Smith, Brooke Tomlinson, and Nathan Hodges for their research
assistance.

1. David Barboza, Ogre to Slay? Outsource It to Chinese, N.Y. TIMES, Dec. 9, 2005, at A1l.
For a descriptive article that details many news articles and online sources about gold farming,
see, e.g., Richard B. Heeks, Current Analysis and Future Research Agenda on “Gold Farming”:
Real-World Production in Developing Countries for the Virtual Economies of Online Games
(Univ. of Manchester, U.K. Dev. Informatics Working Paper No. 32, 2008), available at
http://www.sed.manchester.ac.uk/idpm/research/publications/wp/di/di_wp32.htm.

2. Barboza, supra note 1, at Al.

3. According to another recent article on Chinese gold farmers, there are now three models
for reaping the bounty of the virtual world. Julian Dibbell, The Life of the Chinese Gold Farmer,
N.Y. TIMES MAG., June 17, 2007, § 6, at 36 [hereinafter Dibbell, Gold Farmer]. In the
traditional, more typical model, as described above, the gold farmers use their experienced
characters to perform repetitious tasks, garner valuables, and then, through intermediaries, sell the
virtual property in exchange for cash. In the second model, called “power leveling,” a wealthy
player will pay the gold farmers to play his character twenty-four hours a day, allowing the
character to become vastly powerful in a short period. Finally, the third model involves
assembling a team of Chinese players, who guide the first-world player to the highest levels, and
then let the first-world player receive the most valuable objects (which cannot be sold).
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farming operations have appeared in many countries where labor costs are
comparatively low.! For example, several years ago, a company named
Blacksnow opened operations in Tijuana, Mexico, paying Mexican nationals
dollars a day to kill dragons and obtain objects in Mythic Entertainment’s
online Camelot game.” Acting as an intermediary, Blacksnow later resold
these virtual objects on eBay and other online exchange sites to high bidders in
First World countries.® A second method using relative differences in wages is
to have Third World computer workers “play” the characters of First World
gamers while they sleep.” Because in-game objects have a “real world”
monetary value, workers in Third World countries are often playing online
games not as entertainment, but to make a living.®

Gold farming, however, is only one part of a larger phenomenon. A
growing number of people worldwide entertain themselves or supplement their
incomes—or both—by working within virtual worlds such as Second Life or
casually “clicking” to make a few dollars for simple tasks on websites like
Amazon.com’s Mechanical Turk.” One economist, Edward Castronova, has
estimated that the economy of Sony’s game EverQuest and its world, Norrath,

4. See id. (explaining that gold farming has “mushroomed across China to feed the desires
of the Western consumer”).

5. When Mythic Entertainment attempted to shut down Blacksnow’s trading site,
Blacksnow brought suit in the Central District of California. The suit was settled before trial.
Complaint at 1-2, Blacksnow Interactive v. Mythic Ent. Inc., No. 02-00112 (C.D. Cal. Feb. 5,
2002). See also Richard Raysman & Peter Brown, Novel Legal Issues in Virtual Property,
N.Y.L.J., Aug. 9, 2005, at 3 (describing the Blacksnow complaint and legal issues surrounding
complaint).

6. See Class Action Complaint at 1-2, Hernandez v. Internet Gaming Entm’t, Ltd., No. 07-
21403-Civ, 2007 WL 1799038 (S.D. Fla. May 31, 2007) (alleging that Internet Gaming
Entertainment, Ltd. received millions of dollars “by selling World of Warcraft virtual property or
currency . . . generated by cheap labor in third world countries” ). In this pending lawsuit, users
who played the game World of Warcraft sued an online auction website that employed gold
farmers, alleging that the monetization and sale of virtual property devalued the currency in the
world and removed scarce resources. /d. at 9-10. The complaint alleged that “IGE gold farmers
are often citizens of developing third world countries who spend up to 14 hours per day, or more,
logged into World of Warcraft collecting resources and World of Warcraft gold.” Id. at 8. See
also Complaint at 2-3, Blizzard Ent., Inc. v. In Game Dollar, L.L.C., No. 07-0589 (C.D. Cal.
May 22, 2007) (terminated after permanent injunction granted, Jan. 28, 2008); Complaint at 2-3,
MDY Indus., L.L.C. v. Blizzard Ent., Inc., No. 06-2555 (D. Ariz. Oct. 25, 2006).

7. See Dibbell, Gold Farmer, supra note 3, at 40 (explaining that customers can pay a fee
and “get on with [their] real li[ves] for a while; in a marathon of round-the-clock monster-
bashing, a team of power levelers will raise [their] character[s] from the lowest level to the
highest”).

8. David Barboza, Boring Game? Hire a Player, INT’L HERALD TRIB., Dec. 9, 2005, at 1.

9. Lior Jacob Strahilevitz, Wealth Without Markets?, 116 YALE L.J., 1472, 1499-1500
(2007) (reviewing YOCHAI BENKLER, THE WEALTH OF NETWORKS: HOW SOCIAL PRODUCTION
TRANSFORMS MARKETS AND FREEDOM (2006)).
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has a GNP per capita equivalent to Bulgaria.'” Professor Richard Heeks has
gathered several estimates of the economic value of gold farming, with some
extrapolation from existing research.'’ In numerous worlds, workers hold
various jobs that make it possible to “work in a fantasy world to pay rent in
reality.”"?

In addition to work in virtual worlds, we are also seeing the rise of
crowdsourcing and clickworking, in which complicated tasks are broken down
and distributed to thousands of workers throughout cyberspace, then later
consolidated into a finished product.13 In other writing, I have used the term
“virtual work” as an umbrella phrase to encompass work in virtual worlds,
crowdsourcing, clickworking, even encompassing, to some degree, the
commonplace telecommuting and “mobile executives” that have become
ubiquitous over the past decade.'* These developments have profound
implications for the future of labor and employment law, and interestingly,
none of this work is constrained by traditional nation—state borders.

Part I of this Article provides background into virtual work as well as its
potential promises and perils. Then, in Part II, the Article highlights several
themes in virtual work salient in cross-border labor and employment law,
including labor value arbitrage,"® outsourcing, contract labor, immigration, the
resulting “brain drain,” and describes how virtual work might fit in with these
trends. Finally, Part III explains the current gap in regulation and its particular
consequences, which make virtual work somewhat unstable. To the extent that
work increasingly is taking “place” in cyberspace or virtual worlds, traditional
nation—state boundaries would seem to be increasingly irrelevant. In fact, it is
one component of virtual work that promises to increase efficiency and
productivity—allowing for collaboration of many workers and businesses
across borders. Currently, however, traditional legal regulation of the

10. EDWARD CASTRONOVA, SYNTHETIC WORLDS THE BUSINESS AND CULTURE OF ONLINE
GAMES 19 (2005) [hereinafter CASTRONOVA, SYNTHETIC WORLDS].

11. Heeks, supra note 1, at 8-9.

12. F. Gregory Lastowka & Dan Hunter, The Laws of the Virtual Worlds, 92 CAL. L. REV. 1,
11 (2004).

13. Jeff Howe, The Rise of Crowdsourcing, WIRED, June 2006, at 176, 178—79 (using term
“crowdsourcing” to describe work performed with the aid of contributions from diverse groups of
users on the internet); V.C. Gulick et al., Student and Public Participation in Acquiring and
Analyzing HiRISE Images, in POSTER SESSION II: ENGAGING STUDENT EDUCATORS AND THE
PUBLIC IN PLANETARY SCIENCE (2007), available at ftp:/ftp.1pi.usra.edu/pub/outgoing/Ipsc2007/
full631.pdf (discussing NASA’s use of a clickwork to website to identify and classify craters on
the surface of Mars).

14. Miriam A. Cherry, Working for (Virtually) Minimum Wage: Applying the Fair Labor
Standards Act in Cyberspace, 60 ALA. L. REV. 1077, 1978 (2009).

15. See, e.g., George S. Geis, Business Outsourcing and the Agency Cost Problem, 82
NOTRE DAME L. REV. 955, 972 (2007) (describing how outsourcing takes advantage of labor
value arbitrage).
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employment relationship is largely based on the physical “domicile” of the
worker.'® Nation—states, therefore, still seem to have a significant role to play.
Indeed, nation—states can cause significant disruption, such as the recent
Chinese government’s crackdown on virtual money."” Aside from raising
these concerns about appropriate regulation, I also suggest that voluntary
standard setting by employers could also lend stability in the process and
hasten its adoption.

I. THE DEVELOPMENT OF WORK IN CYBERSPACE AND VIRTUAL
ENVIRONMENTS

A. Background

Numerous scholars and commentators have already written comprehensive
overviews of virtual worlds,'® and, therefore, I provide only a brief description
of the development and history of the different types of virtual worlds that
exist. As one of the original game designers describes them, virtual worlds are
“persistent, computer-mediated environments in which a plurality of players
can interact with the world and each other.”’’ Beginning with text-based
games of the late 1970s that adapted the plot and characters of fantasy author
J.R.R. Tolkien, games dramatically evolved as use of computers and the
Internet increased and made these environments simultaneously more familiar
and more exciting.”

It seems today that most virtual worlds are fundamentally one of two
types: scripted worlds that involve a quest, game, or puzzle, or those worlds
that promote social interaction.’’ The first type is commonly known as

16. Marcus Pinney, Comment, 4 Constitutional Dilemma: The Conflict of the Title VII Alien
Exemption Clause with the Civil Rights Act of 1991, 26 HOUS. J. INT’L L. 707, 709-10 (2004)
(describing the application of U.S. employment laws overseas).

17. See infra notes 99-102 and accompanying text.

18. See, e.g., Bobby Glushko, Tales of the (Virtual) City: Governing Property Disputes in
Virtual Worlds, 22 BERKELEY TECH. L.J. 507, 511-15 (2007) (describing the nature of a virtual
world property and its comparison to the physical world property); Andrew E. Jankowich,
Property and Democracy in Virtual Worlds, 11 B.U. J. SCl. & TECH. L. 173, 176 (2005)
(comparing similarities and differences in norm setting and governance of real and virtual
worlds); Beth Simone Noveck, The State of Play, 49 N.Y.L. SCH. L. REV. 1, 6-11 (2005)
(describing the history and development of virtual worlds).

19. Richard A. Bartle, Virtual Worldliness: What the Imaginary Asks of the Real, 49 N.Y L.
ScH. L. REV. 19, 19 (2005) (describing virtual worlds and rules from the point of view of game
designer).

20. See Lastowka & Hunter, supra note 12, at 15-16 (describing the virtual worlds based on
those created by J.R.R. Tolkien).

21. See BENJAMIN TYSON DURANSKE, VIRTUAL LAW: NAVIGATING THE LEGAL
LANDSCAPE OF VIRTUAL WORLDS 263 (2008) (providing listing of virtual worlds, current as of
2008).
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“Massively Multiplayer Online Role-playing Games” (MMORPGs).” These
games have the player—protagonist follow a quest or complicated series of
puzzles to obtain an objective.” In the process, the player—protagonist may
interact with other real player—characters and the computer (Al) characters
(“bots”).>

The second type of worlds, such as The Sims* and Second Life,” are
fundamentally concerned with social interaction.”” Each person who enters
these worlds assumes an identity—an avatar—that can be tailored to reflect
that individual’s personality.28 Rather than requiring users to pursue a quest or
play a game while interacting with others, these social worlds depend on users
to create their own content, economies, and entertainment.”’ 1 use the word
“economies” deliberately, as Second Life is a commodified space—an
environment friendly to businesses, which encourages trading and wealth
building.® The various games and worlds have interaction with real world
economies too, since you can often sell “virtual goods” that may be scarce or
only obtained with some effort—for a value that they have in the real world.”’
With this brief overview, I turn to the types of work that are available in the
virtual realm.

22. See Ung-gi Yoon, A Quest for the Legal Identity of MMORPGs—From a Computer
Game, Back to a Play Association, 10 J. GAME INDUSTRY & CULTURE (2005), available at
http://ssrn.com/abstract=905748 (describing the nature of MMORPGs and their impact on the
legal landscape).

23. Heeks, supra note 1.

24. Yoon, supra note 22, at 3.

25. See The Sims—Official Site, http://thesims.ea.com (last visited Feb. 15, 2010).

26. See Second Life Official Site: http://secondlife.com (last visited Feb. 15, 2010).

27. Maged N. Kamel Boulos et al., Second Lige: An Overview of the Potential of 3-D Virtual
Worlds in Medical and Health Education, 24 HEALTH INFO. & LIBR. J. 233, 233 (2007).

28. See Woodrow Barfield, Intellectual Property Rights in Virtual Environments:
Considering the Rights of Owners, Programmers and Virtual Avatars, 39 AKRON L. REV. 649,
651 (2006) (explaining that an avatar is a “virtual representation of [a participant’s] identity
which is displayed in the online virtual environment”).

29. See Cory Ondrejka, Escaping the Gilded Cage: User Created Content and Building the
Metaverse, 49 N.Y.L. SCH. L. REv. 81, 84-88 (2004) (describing differences between role-
playing fantasy worlds and Second Life).

30. Id. at 84-88; see also EDWARD CASTRONOVA, EXODUS TO THE VIRTUAL WORLD: HOW
ONLINE FUN IS CHANGING REALITY 6-19 (2007) [hereinafter EXODUS] (describing commodified
nature of Second Life). It is significant that one of the first academics to study virtual worlds is
an economist. CASTRONOVA, SYNTHETIC WORLDS, supra note 10; Edward Castonova, The Right
to Play, 49 N.Y.L. ScH. L. REv. 185 (2004), for works authored by the economist Castronova
discussing virtual worlds.

31. CASTRONOVA, EXODUS, supra note 30, at 6.
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B.  The Types of Work Available

From customer service call centers located thousands of miles from the
call’s origin,™ to telecommuting “work at home” arrangements,” to personal
assistants who assist with tasks even though they may live in different
countries,* the idea of “virtual work” is increasingly common and accepted.35
Given these different types of work, I believe that it is useful to classify some
of these new jobs into categories, and examine the similarities and differences
between them.

1. The Commonplace: Telecommuting and Telework

Types of work that could be classified as cyberwork or “virtual work™ have
become increasingly familiar.*® It is almost standard (especially recently, with
long commutes, traffic jams, and soaring gas prices) that many employees
prefer to spend a portion of their week working from home, “teleworking” or
telecommuting.”’ For others who may live in a remote location—because of
personal preferences, family, or spousal proximity—telecommuting may be the
most efficient form of work from both a time-saving and environmental
perspective.®  Others use telecommuting as a way of balancing work and
family,” although that arrangement has the potential to overburden the
caregiver who is attempting to juggle conflicting work and family demands.*
Currently, many telecommuting arrangements involve work tasks that can be
performed independently of supervision, coupled with the worker’s own
computer, Internet service, telephone service, and email.!' But there is a
certain time and distance lag involved in this type of work, which can be
isolating for the individual at home all day with the computer.

Studies have shown that, compared to standard telecommuting, using
virtual worlds can decrease the sense of isolation that many telecommuters

32. Trevor W. Nagel & Elizabeth M. Kelley, The Impact of Globalization on Structuring,
Implementing, and Advising on Sourcing Agreements, 38 GEO. J. INT’'L L. 619, 634-35 (2007).

33. Michelle A. Travis, Equality in the Virtual Workplace, 24 BERKELEY J. EMP. & LAB. L.
283, 289-92 (2003).

34. Erin Conroy, Outsource Your Errands, J. GAZETTE, July 15, 2008, at 12B.

35. Steve Lohr, Hello India? I Need Help With My Math, N.Y. TIMES, Oct. 31, 2007, at C1.

36. See Travis, supra note 33, at 293 (“The growth in telecommuting appears to be
continuing into the new millennium.”).

37. 1Id.

38. Id. at 295.

39. Id.

40. See id. at 313 (explaining women who telecommute “often experience an increased level
of work-related stress” and “an increase in the time they spend on domestic tasks and childcare™).

41. Travis, supra note 33, at 290.
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in all the jurisdictions in which its workers live."?’ If these technologies are to

be adopted and become more widespread, employers need to have some
certainty about what rules they will face. And for many conscientious
employers, it may not feel right to have workers operating in a gray zone
where it is unclear which rules might apply to them.

As I have described in other articles, in the United States, some forms of
low-wage work in cyberspace tend to look more like games or projects
undertaken for fun or leisure.'” Other forms of virtual work seem to have no
discernible difference from work performed in person at an employer’s place
of business.'” The tests employed to determine whether minimum wage
applies date from the advent of the FLSA, during the Great Depression, " and
are far from clear.””' I have also described the desirability of voluntary
standard setting by both the employers experimenting with this type of work—
and the websites that facilitate them—to attempt a private response.'** I would
go further to say that an attempt at private ordering among the employers who
want to experiment with this type of technology, as well as the websites that
provide such services, would also be useful in prospectively dealing with any
issues before they become serious legal concerns.

My proposal relates to many of the ideas of voluntary standard setting and
the idea of certifying “fair labor” that is already employed by many
multinational companies. Some multinational companies have adopted
standards independent of government in order to ensure the protection and
benefit of workers."”> Adhering to these codes of conduct allows a certain
sense of security that the work that comprised a product or service has not been
coerced, and that the labor was not exploitative.'**

127. Id. at 911-12 (calling for a new set of regulations perhaps fueled by self-governing
communities).

128. Miriam A. Cherry, Working for (Virtually) Minimum Wage: Applying the Fair Labor
Standards Act in Cyberspace, 60 ALA. L. REV. 1077, 1078 (2009).

129. Id. at 1080.

130. Id. at 1077-78.

131. Id. at 1078.

132. Id. at 1082-83.

133. See SAMUEL ESTREICHER & MIRIAM A. CHERRY, GLOBAL ISSUES IN EMPLOYMENT
LAW 22-30 (2008) (describing corporate codes of conduct and reproducing Levi Strauss’s Code
of Conduct). For example, many business entities have adopted codes of corporate social
responsibility, or adhere to programs that certify that they comply with minimum labor standards
in Third World countries. /d.

134. Id. at 23-24. Some of these corporate codes were adopted out of the hope of stemming
bad publicity arising from poor labor practices or in the hopes of staving off such bad publicity.
Id. But whatever the reasons for adoption, these efforts at private standard setting are positive
developments.
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B.  Overregulation of Virtual World and Virtual Money

In the previous section, I noted that nation—state boundaries are somewhat
problematic for regulating virtual work. With shifting standards according to
the domicile of the worker, Third World workers might find themselves with
few protections. At the same time, employers might not have the certainty of
knowing what laws would potentially apply to govern their relationship with
employees, and thus have a difficult time with compliance. While in the
previous section I was concerned about under-enforcement of various
employment laws, such as the minimum wage, health and safety codes,
maximum hour laws, or child labor laws, the fact is that national regulation
could also potentially lead to over-enforcement. If there is too much
regulation, many of those experimenting with virtual work will not want to
take a chance on the potential legal liability or uncertainty.

What exactly is over-regulation by national governments? The latest
crackdown on virtual money in China, which took place over the summer of
2009,'* is a good example. The regulation itself, which was only partially
available in English, is reproduced herein as Appendix ABS According to one
commentator, the regulations were “aimed at cracking down on the use of
virtual currencies amid worries that a huge underground economy was
developing out of the country’s online gaming community . . . [t]he new rules,
issued jointly by the Ministry of Commerce and the Ministry of Culture in
Beijing, could deal a sharp blow to the country’s fast-growing online game
industry.”"*’

In the wake of the regulation, some commentators have wondered whether
the government crackdown would deal a serious loss to virtual economies and
the Chinese gold farmers."”® Previous versions of the law, apparently, had
either imposed an income tax in trading virtual currency or had attempted to
outlaw the practice entirely.”” Like many laws in China, however, the
question is not precisely what the law says, but in what manner it will be

135. David Barboza, Beijing Limits Use of Virtual Currencies in Gaming Industry, INT’L
HERALD TRIB., July 1, 2009, at 13 [hereinafter Barboza, Beijing Limits Virtual Currencies];
David Barboza, In China, New Limits on Virtual Currency, N.Y. TIMES, July 1, 2009, at B4;
David Barboza, Power Game: Virtual Currency vs. Real Thing, SAN JOSE MERCURY NEWS, July
6, 2009, at 5C (“Last year, nearly $2 billion in virtual currency was traded in China, according to
the China Internet Network Information Center. Some experts say that they believe there is a
much larger underground economy in the virtual world.”).

136. See infra Appendix A.

137. Barboza, Beijing Limits Virtual Currencies, supra note 135.

138. Andy Ho, Virtual Markets Need Real World Rules, STRAITS TIMES, July 9, 2009;
Barboza, Beijing Limits Virtual Currencies, supra note 135.

139. Ho, supra note 138.
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enforced."”®  The previous laws on virtual currencies were not enforced.'"'
According to some interpretations, the recently passed law could also be
capacious enough for gold farmers to operate within its strictures.'*

The fact that national governments might choose to regulate virtual worlds
in a way that would constrict their development may also provide an impetus
for an initial attempt at private ordering. To attract more capital and build
economies, virtual worlds must be seen as stable. To be subject to the whims
of any one national government—and possibly have a burgeoning market for
both providers and consumers cut off—seems like a significant risk. There is
currently a problem of both over-enforcement (such as the Chinese
government ban) and under-enforcement (that leads to a lack of minimum
guarantees for those who are working on these websites). What, if anything,
can be done to restore equilibrium? As I mentioned in the previous section, I
believe that some attempt at private ordering needs to take place to address
both sides of this issue. Virtual worlds transcend the physical world with its
geographical boundaries of power.

IV. CONCLUSION

As detailed throughout this Article, virtual work presents a seeming
paradox. One side of the coin presents great potential for workers and
employers alike, making work increasingly more efficient and enabling
globalization and cooperation between workers on an unprecedented level.
The other side of the coin is the specter of eroding labor rights and relentless
races to the bottom. Although such issues are certainly present domestically,
adding a global dimension only brings the problem into starker relief, given the
inherent concern with labor value arbitrage.

Ultimately, virtual worlds present difficult global labor and employment
law issues that have yet to be resolved, and this Article has discussed many of
these concerns. Certain current trends, such as outsourcing, will inevitably
accelerate, while others, such as the brain drain, may actually be reversed. As
I have discussed, some system other than regulation by the domicile of the
cyberworker would seem to be more logical, given the decreasing importance
of national boundaries with work in cyberspace. It would be useful for
employers who are interested in using virtual environments as well as the
websites that provide these services to begin a dialogue for what such
regulation might look like. Certainly such discussions and agreements could

140. Phyllis Xu & Ben Blanchard, China’s Anti-discrimination Laws Good, Need Enforcing,
REUTERS, May 14, 2007, http://www.reuters.com/article/africaCrisis/idUSPEK295682. For
example, China has many seemingly stringent laws banning discrimination in the workplace, but
these laws are rarely, if ever, enforced. Id.

141. Ho, supra note 138.

142. See Barboza, Beijing Limits Virtual Currencies, supra note 135.
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then set the tone for any contemplated or proposed national government
regulation.
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APPENDIX A

THE NOTICE ON STRENGTHENING REGULATION OF VIRTUAL CURRENCY FOR
ONLINE GAMES'#

By Ministry of Culture and Ministry of Commerce
Ministry of Culture Decree No. 20 (2009)

With the rapid development of online games in recent years, virtual
currency for Internet games has been widely applied in Internet gaming
services. While virtual currency for online games promotes the development
of Internet games industry, it also brings out new economic and social
problems. These problems mainly include: lacking protection of users’ rights
and interests; lacking supervision of the market; numerous disputes caused in
the course of application of virtual currency.

In order to standardize the market order of online game business,
according to the Provisional Regulations on the Cultural Management of the
Internet, the Notice on Strengthening Regulating Internet Bars and Online
Games (Ministry of Culture Decree No. 10 (2007)) and the Notice on
Standardizing Online Game Business and Banning the Use of Online Games
for Gambling (Ministry of Public Security Decree No. 3 (2007)), we, in
consultation with the People’s Bank of China, stipulate as follows:

[. STRICTLY ENFORCE MARKET ACCESS RULES

(1) The term ‘virtual currency’ stipulated in this Notice refers to any
virtual exchange tool which is (1) issued by internet games enterprises (2)
purchased directly or indirectly by game users using legal tender at a certain
exchange rate (3) independent of the game programs and stored in
electromagnetic manner in the server provided by online games enterprises and
(4) exhibited in numerical units. Virtual currency for online games is used for
exchanging online game services of specified ranges and periods of time
provided by currency issuing enterprises, in the forms of prepaid, rechargeable
cards, prepaid amounts or points and etc., but not including game props
acquired in the games.

(2) Cultural administrative departments shall enforce strictly market
access rules; strengthen controlling qualifications of virtual currency issuing
enterprises and virtual currency trading service providers. The enterprises,
which engage in “internet game virtual currency issuing services” and “internet

143. The Notice on Strengthening Regulation of Virtual Currency for Online Games, Ministry
of Culture and Ministry of Commerce, available at http://www.ccnt.gov.cn/xxfb/xwzx/whxw/
200906/t20090626_71470.html (Translation by Professor Lou Wenyan, Ph.D., LL.M., Prof. of
Law, Zhejiang Gongshang University).
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game virtual currency trading services,” are subject to the State Council’s
Decision on the Administrative Licensing Items which shall be Retained (State
Council Decree No. 412) and Provisional Regulations on the Cultural
Management of the Internet. Those that intend to provide the above two
services must meet the qualifications of Internet cultural service operators, and
submit applications to the cultural administrative department of the province
where the applicant enterprises are located.  The provincial cultural
administrative department must conduct a preliminary review and then refer
the application to the Ministry of Cultural for approval. “Internet game virtual
currency issuing enterprise” refers to the internet game operating business that
issues and provides virtual currency use services. “Internet game virtual
currency trading services provider” refers to the business that provides
platform services for the users to trade in internet game virtual currency. The
same enterprise cannot operate these two businesses at the same time.

(3) In addition to submitting relevant materials required by law, the
enterprise that applies for engaging in “internet game virtual currency issuing
services,” must articulate in the business report the forms of virtual currency,
distribution range, purchasing price per unit, the method of refunding at the
time of termination of the services, the purchase method of the users (including
cash, bank cards, and online payment and other purchasing methods), user
protection measures, and technical security protection measures.

(4) The enterprise that engages in “internet game virtual currency trading
services” shall be subject to the department of commerce’s provisions on e-
commerce (platform) services. Besides submitting relevant materials required
by law, such enterprises shall articulate in the business report the models of
service (platform), the purchase methods of the users (including cash, bank
cards, and online payment and other purchasing methods), the user protection
measures, and technical security protection measures.

(5) Those enterprises that have already engaged in the virtual currency
issuing or trading services shall apply for running relevant businesses to
cultural administrative departments within three months from the date this
Notice is issued. An overdue application shall be investigated and punished by
departments of culture in light of the Provisional Regulations on the Cultural
Management of the Internet. The approval document shall be copied to the
Ministry of Commerce and the People’s Bank of China.

II. STANDARDIZE THE ISSUING AND TRADING CONDUCTS, PREVENT MARKET
RISKS

(6) Internet game operating enterprises should issue internet game
currency reasonably based on its operating status and products. They are
prohibited from issuing virtual currency maliciously for the purpose of prepaid
funds. Internet game operating enterprises shall submit quarterly reports of
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total issuance of virtual currency to the cultural administrative department of
the province where the enterprise is located.

(7) Except for using legal tender, Internet game operating enterprises shall
not provide internet game virtual currency to the users in any other way.
While issuing Internet game virtual currency, the internet game operating
enterprise shall keep records of users’ recharge for no less than 180 days from
the date of users’ recharge.

(8) The virtual currency, which is converted into real money at a certain
exchange rate, will only be allowed to trade in virtual goods and services
provided by its issuer, not real goods and services.

(9) The internet game operating enterprise shall take necessary measures
and complaint handling procedures to protect the users’ legal rights and
interests, and explanations of the measures shall be made conspicuously at the
website through which the enterprise provides the users with the services.

(10) When a dispute occurs in relation to the application of internet game
virtual currency, the user shall show his/her personal identification document
consistent with the registration information. After verifying the user’s identity,
the Internet game operating enterprise shall provide virtual currency recharge
and transfer records and handle the case in accordance with the complaint
procedures. If the user’s legitimate rights and interests are violated, the
internet game operating enterprise shall assist actively to investigate and
coordinate the resolution of the dispute.

(11) The internet game operating enterprise that intends to terminate its
products and services shall give 60 days’ notice. As to the virtual currency that
the users have purchased but not yet been used at the time of termination of the
services, the enterprise must refund it to the users with legal/legitimate tender
or other methods accepted by the users.

It shall be regarded as termination if the Internet game facilities have
ceased to be accessible for 30 continuous days due to the operating enterprise’s
internal reasons such as wiring, technical, or other problems.

(12) The Internet game operating enterprise shall not change virtual
currency purchasing price per unit; it should report to department of culture in
accordance with Article III of the Notice when it issues new types of virtual
currency.

(13) The Internet game operating enterprise that does not support virtual
currency trading shall take technical measures to prevent the function of virtual
currency transfer among the user accounts.

(14) While providing the internet game virtual currency trading facilities,
the enterprise shall stipulate that the seller conducts real-name registration with
valid identification and binds it to a bank account consistent with the
information of the real-name registration. The trading facilities providing
enterprise must keep users’ transaction records and account records for no less
than 180 days from the date of the transaction.
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(15) The trading facilities providing enterprise shall establish the
accountability system for illegal transactions and take technical measures to
strictly verify the authenticity of the transaction information and ban illegal
transactions. If it has the knowledge that the internet game virtual currency is
illegally acquired or if the illegal acquiring report is verified, the enterprise
shall delete the false transaction information and terminate the trading facilities
in a timely manner.

(16) The trading facilities providing enterprise shall not provide
transaction services to minors.

(17)  The virtual currency issuing and trading facilities providing
enterprise shall take active measures to protect personal information. It shall
cooperate actively with the relevant departments and provide relevant records
when these departments conduct investigation in accordance with law.

(18) The internet games operating enterprise that provides virtual currency
transferring facilities among the users shall take measures to keep transfer
records for no less than 180 days.

III. STRENGTHEN MARKET SUPERVISION, CRACK DOWN ON GAMBLING AND
OTHER CRIMINAL ACTS USING VIRTUAL CURRENCY

(19) The local authorities shall comply with the Order on Standardizing
the Operation of Internet Games and Banning Gamble Using Online Games
(Ministry of Public Security decree No. 3 in 2007) promulgated by the
Ministry of Public Security and Ministry of Culture and other departments,
accord cooperation to the public security organs to rectify strictly the online
games of gambling nature and crack down on illegal and criminal activities
using online game virtual currency for gambling.

(20) Provided that the users invest cash or virtual currency directly, the
online games operating enterprise shall not allocate game props or virtual
currency by way of drawing lots, betting, and random lottery and others.

(21) The online game virtual currency issuing and trading facilities
providing enterprise shall actively accord cooperation to administrative organs,
and take technical measures to crack down on “stealing ID”, “non-official
server” and “plug-ins.”

(22) The Ministry of Culture shall report to the People’ Band of China if it
has verified the facts of providing online payment services through “non-
official server” and “plug-in” websites.

IV. STRENGTHEN LAW ENFORCEMENT, AND PURIFY THE MARKET
ENVIRONMENT

(23) As to the enterprise that engages in online game virtual currency
issuing and trading facilities providing without due license, the cultural
administrative department at the provincial level or above shall conduct
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investigation thereof and accord punishment to according to the Provisional
Regulations on Cultural Management of the Internet.

(24) As to the online game virtual currency issuing and trading facilities
providing enterprise that violates the stipulations of this Notice, the department
of culture and department of commerce shall inform it of a deadline for
rectification. The relevant organs shall investigate and deal with the overdue
rectification according to the law.

(25) The coordination mechanism for regulating online game virtual
currency shall be established to crack down on “stealing ID”, “non-official
server”, “plug-in”, “illegal profiteering” and money laundering and other
illegal activities. The departments concerned shall communicate periodically
with relevant information, coordinate actively, and fulfill their responsibilities
respectively within their authorities regarding virtual currency regulation.

(26) The online game virtual currency issued by online games operating
enterprise shall not overlap with game props. The regulations on game props
will be promulgated separately by the Ministry of Culture in conjunction with
other relevant organs.

Cc: General Office of the State Council, Ministry of Public Security,
Ministry of Industry and Information, People’s Bank of China, and General
Administration of Press and Publication.
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