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INTRODUCTION

Congress has aggressively banned activity involving child
pornography and has issued numerous directives to the United
States Sentencing Commission (“Commission”) to increase
punishment. As a result, prosecutions and sentences have risen

t Professor of Law, Pace University School of Law. My thanks to Bridget
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dramatically.! With the demise of mandatory sentencing,? a
growing number of district court judges have deviated downward
from the sentencing guidelines (“Guidelines”), particularly in
possession cases. The debate over the appropriate sentences for
convicted child pornographers has also intensified among
scholars, judges, legislators, and the general public. Either
through judicial rejection of guideline suggestions or through
direct action by the Commission, sentencing reform appears
likely.? However, the concentrated focus on sentencing overlooks
a vital, broader inquiry into the offenses themselves and the
changes technology has wrought in how they are committed.

This Article seeks to fill this gap and provide a framework
for a normative evaluation of the offenses and their sentences. It
contends that laws enacted to address physical world issues of
child pornography dissemination are obsolete in the virtual
world. It was clear in the late 1970s, when investigative
reporters first exposed the child pornography market, which
actors fell into the categories of transporters, distributors, and
receivers.” For example, in the past, Suspect Sam would get
child pornography from a smut peddler and Suspect Sam’s
possession of it would not even be a crime.* Today, Suspect Sam
most likely gets his child pornography from his home computer

! TROY STABENOW, DECONSTRUCTING THE MYTH OF CAREFUL STUDY: A PRIMER
ON THE FLAWED PROGRESSION OF THE CHILD PORNOGRAPHY GUIDELINES 2-3
(2009), available at http://www.fd.org/docs/Select-Topics---sentencing/child-porn-july-
revision.pdf. For example, for one defendant who distributed five images of a child
under the age of twelve, the 1987 Guideline range was 12 to 18 months; however, by
2004, the Guideline range was 188 to 235 months. Id. at 27-28. See infra Part IL.D
for a discussion of the impact of this report.

2 See United States v. Booker, 543 U.S. 220, 258—60 (2005).

3 The Sentencing Commission recently completed a multiyear review of the
child pornography Guidelines that was prompted in large part by changing
technology, increased prosecutions, and sentiment that the sentencing scheme was
overly harsh. See U.S. SENTENCING COMM'N, REPORT TO THE CONGRESS: FEDERAL
CHILD PORNOGRAPHY OFFENSES i-iii (2012) [hereinafter 2012 COMMISSION
REPORTI, available at http://www.ussc.gov/sites/default/files/pdf/news/congressional-
testimony-and-reports/sex-offense-topics/201212-federal-child-pornography-offenses/
Full_Report_to_Congress.pdf;, see also U.S. SENTENCING COMM'N, THE HISTORY OF
THE CHILD PORNOGRAPHY GUIDELINES 54 (2009) [hereinafter 2009 COMMISSION
REPORT], available at http//www.ussc.gov/Research_and_Statistics/Research_
Projects/Sex_Offenses/20091030_History_Child_Pornography_Guidelines.pdf.

4 See DEP'T OF JUSTICE, ATTORNEY GENERAL’S COMMISSION ON PORNOGRAPHY:
FINAL REPORT 599-603 (1986) [hereinafter FINAL REPORTI.

5 See Osborne v. Ohio, 495 U.S. 103, 110-11 (1990) (noting that only nineteen
states had banned possession of child pornography in 1990).
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and, by downloading images, he both receives and possesses the
images. Current law dictates that Suspect Sam gets a minimum
sentence of five years for receiving the images, and up to ten
years for possessing them—with no mandatory minimum for the
possession.® In addition, simply because he used a computer to
commit the offenses, Suspect Sam’s sentence would be increased.”

To further illustrate the impact of technology, if Suspect Sam
downloaded the images from a peer-to-peer application and
stored them in a shared online folder, in addition to the receiving
and possessing charges, he could also be charged with
distributing the images.? ZThese redundancies are not merely
sentencing issues; more essentially, there is an overlap in
charges since the very same action gives rise to multiple offenses.
The once-clear divisions between distribution, transportation,
and receipt are blurred in cyberspace. Thus, examining the child
pornography statutes is a requisite to addressing current
sentencing controversies. Meaningful scrutiny must be grounded
in the rationale for the ban on child pornography—the harm to
the children depicted.

This Article traces the history of the child pornography laws
and sentencing policy in Part 1. Part II explains the technologies
that have caused some of the current controversies, and then
Part III describes how these technologies have blurred the
offenses. Finally, Part IV makes suggestions as to how the law
could better reflect technology and comport with a refined harm
rationale. Courts, legal scholars, and medical experts have
explained the harm includes the sexual abuse captured in the
images and the psychological injury the victim endures knowing
the images are being viewed. This Article further develops the
harm rationale by explaining that the harm rests on a
fundamental injury to the victim’s human dignity and privacy.
Drawing on comparisons to diverse laws such as the Geneva
Convention’s ban on photographs of prisoners of war, this Article
states that all traders in child pornography violate the rights of
the children depicted, and therefore, inflict harm, albeit at
different levels. This Article suggests that a statutory scheme
that divides pornographers into three groups—producers,
traders, and seekers—would best reflect how technology has

¢ 18 U.S.C. § 2252A (2012).
" See infra notes 51-52 and accompanying text.
8 See infra notes 153, 155 and accompanying text.
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changed the manner in which pornography is gathered and
spread. Sentences could be calibrated accordingly to punish for
the harm inflicted by the pornographers.

I. BACKGROUND

A. Current Law

Federal laws enacted to protect children from child
pornographers can be divided into two main categories: First,
Congress has enacted a stringent ban on producing child
pornography, with a mandatory minimum sentence of fifteen
years.® Second, Congress has banned all aspects relating to the
trafficking of child pornography, including transporting,
distributing, receiving, possessing, accessing, soliciting, or
advertising child pornography.’® Congress has mandated
minimum five-year sentences for transporting, distributing, and
receiving, while the other offenses have no minimum sentence.!!
The following subsection provides a chronology of legislative and
judicial action on pornography offenses, with complementary
sentencing guidelines. The piecemeal and reactive development
of the law demonstrates why deep structural changes are
presently needed.

B. Legislative and Judicial History

Following an increased public awareness of the scourge of
child pornography in the late 1970s, Congress passed the
Protection of Children Against Sexual Exploitation Act of 1977.12
The Act punished commercial producers,’® transporters,

9 18 U.S.C. § 2251.

0 Id. § 2252A.

1 Id. §2252A(b)(1)—(2). Attempts are punished the same as the completed
offenses. Id.

2 Pub. L. No. 95-225, 92 Stat. 7 (1978) (codified as amended at
18 U.S.C. §§ 22512253 (2012)). See generally FINAL REPORT, supra note 4, at 408—
15; EvA J. KLAIN ET AL., AM. BAR ASS’N CTR. ON CHILDREN & THE LAw, CHILD
PORNOGRAPHY: THE CRIMINAL-JUSTICE-SYSTEM RESPONSE 12 (2001).

13 Protection of Children Against Sexual Exploitation Act of 1977 §2,
18 U.S.C. § 2251. The commercial purpose requisite stemmed from an erroneous
assumption by Congress that pecuniary gain was the driving force behind the
creation and trading of child pornography. See Annemarie J. Mazzone, Comment,
United States v. Knox: Protecting Children from Sexual Exploitation Through the
Federal Child Pornography Laws, 5 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 167,
182-83 (1994). It became clear by the lack of successful prosecutions under the 1977
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distributors, and receivers of obscene child pornography.'*
During this same time period, states were also enacting their
own bans on child pornography without the obscenity
requirement.’® This led to the 1982 landmark ruling in New York
v. Ferber,'® in which the United States Supreme Court held that
child pornography was not protected by the First Amendment
even if it was not obscene because it was “intrinsically related to
the sexual abuse of children.”'” The Court reasoned that the
materials produced were a permanent record of the child’s
participation and the harm to the child was exacerbated by their
circulation.® The Court recognized the dignitary harm inflicted
by child pornographers, observing that they violate “the
individual interest in avoiding disclosure of personal matters.”®

Following Ferber, Congress amended the original federal
child pornography legislation to remove the obscenity and
commercial purpose requirements. Congressional hearings
leading to the amendments found that much of the trade between
child pornographers was by gift or exchange, so the commercial
purpose requirement unnecessarily limited the reach of the law.
Thus, from very early on, Congress was aware purveyors of child
pornography were motivated by more than money;? this impulse
has been greatly exacerbated by technology.?

Act that the commercial purpose limitation was thwarting enforcement efforts.
Moreover, future congressional investigation revealed that child pornography rings
were a cottage industry among like-minded individuals. Id.; see Audrey Rogers,
Protecting Children on the Internet: Mission Impossible?, 61 BAYLOR L. REV. 323,
326-28 (2009).

14 18 U.S.C. § 2252. The obscenity requirement was based on congressional fear
that the courts would strike the legislation as unconstitutional without it. See Amy
Adler, Inverting the First Amendment, 149 U. PA. L. REV. 921, 929-30 (2001).

15 See Adler, supra note 14, at 930-32.

16 458 U.S. 747, 77374 (1982).

17 Id. at 759.

8 Id.

¥ Id. at 759 n.10 (quoting Whalen v. Roe, 429 U.S. 589, 599 (1977)).

20 Child Protection Act of 1984, Pub. L. No. 98-292, 98 Stat. 204 (1984) (codified
as amended at 18 U.S.C. §§ 2251-2253 (2012)).

21 Mazzone, supra note 13, at 182. Congress also found the obscenity
requirement posed enormous hurdles for prosecutors given the complexity of
obscenity rules and standards. Id.

22 See, e.g., United States v. C.R., 792 F. Supp. 2d 343, 369-70 (E.D.N.Y. 2011).

3 Id. at 373-74.
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The hearings also revealed that production of child
pornography was so clandestine that, between 1978 and 1984,
only one person was convicted for producing child pornography.
Thus, the need to stop the flow, rather than the production of
child pornography, became the preferred route for prosecutors.
The difficulty of reaching producers has not abated as most child
pornography is now produced overseas in countries with few or
no effective laws against child exploitation.?®

Originally, there was no federal ban on possessing child
pornography in large part because the Supreme Court had
previously ruled possession of obscene materials was protected by
the First Amendment.?® However, in Osborne v. Ohio,”” the
Court ruled that the mere possession or viewing of child
pornography victimized children and the state could prohibit it.?
The Osborne Court reiterated that pornography is a permanent
record of a victim’s abuse that “causes the child victims
continuing harm by haunting the children in years to come.”” In
addition, the Court reasoned that banning possession would
protect future victims of child pornography by drying up the
market for it.*® Congress reacted to Osborne and passed the

24 See FINAL REPORT, supra note 4, at 604.

% See Int’l Ctr. for Missing & Exploited Children, Child Pornography: Model
Legislation & Global Review, http://www.icmec.org/missingkids/servlet/PageServlet?
LanguageCountry=en_X1&Pageld=4346 (last visited Mar. 2, 2014).

26 See Stanley v. Georgia, 394 U.S. 557, 568 (1969). The Stanley Court reasoned
that prohibiting the possession of cbscene materials in one’s home was inimical to
the very premise of the First Amendment’s protection against state interference
with what a person thinks, reads, or views in the privacy of his home. Id. at 565-66.
It specifically rejected the state’s claim that it had a legitimate interest in banning
the possession of obscene material because this material may lead to sexual violence.
Id. at 566—67. The Stanley Court stated that not only was there no empirical
evidence that supported the state’s claim, but that crime prevention is better served
by “education and punishment for violations of the law” than by criminalizing
anticipatory conduct. Id. The Stanley Court also rejected the state’s contention that
criminalizing possession was needed to support the state’s ban on the distribution of
obscene materials, reasoning that this need did not justify a ban on what a person
read or viewed in his home. Id. at 567-68.

27 495 U.S. 103 (1990).

% Id. at 109-10 (distinguishing its ruling in Stanley and holding that the state’s
interest in protecting children by banning possession of child pornography
outweighed a defendant’s First Amendment rights because of the harm inflicted to
children by all involved in the child pornography chain).

% Id. at 111. ’

3 Id. at 109-10. The Osborne Court also added a new prospective rationale for
the possession ban: to thwart the use of images to seduce new victims. Id. at 111.
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Child Protection Restoration and Penalties Enhancement Act of
1990, which banned possession of three or more images of child
pornography.?

The advent of computer technology led to congressional
concerns that existing legislation was out of date. In 1996,
Congress expanded the definition of child pornography to
encompass images that “lare] or appear[] to be, of a minor
engaging in sexually explicit conduct.”™ The Supreme Court
struck down the ban on virtual child pornography because
production of virtual child pornography did not abuse actual
children.?® Congress responded with the 2003 PROTECT Act
which, among other things, outlawed computer-generated

31 S. Res. 3266, 101st Cong. (1990) (enacted as 18 U.S.C. § 2252 (2012)).
Subsequent legislation banned possessing any images but created an affirmative
defense for possession of less than three images when the defendant took steps to
destroy the images or reported them to the authorities. 18 U.S.C. § 2252A(d).

32 18 U.S.C. § 2256(8)(B) (2012) (emphasis added) (repealed 2003). Congress’s
ban on pornographic images of such virtual children was based on congressional
findings of compelling state interests in protecting actual children from all child
pornography, whether depicting real or virtual children. “The legislative history of
the CPPA was premised on thirteen findings, including that pedophiles use images
of child pornography to seduce actual children to engage in sexual conduct by
reducing their inhibitions and desensitizing them.” Rogers, supra note 13, at 328; see
Child Pornography Prevention Act of 1996, Pub. L. No. 104-208, § 121, 110 Stat.
3009-26, 3009-26-3009-27 (1996). Additionally, Congress found that both real and
virtual child pornography whetted the appetite of molesters by fueling their
fantasies and stimulating their desire to molest an actual child. § 121(1), 110 Stat.
at 3009-26-3009-27. Congress found further that the child pornography prosecutions
would be increasingly difficult as images of virtual children become
indistinguishable from actual victims of child pornography. See id. § 121(1)(5)—(9).
Second, it included as child pornography those materials that are “advertised,
promoted, presented, described, or distributed in such a manner that conveys the
impression that the material is or contains a visual depiction of a minor engaging in
sexually explicit conduct.” 18 U.S.C. § 2256(8)(D).

33 Ashcroft v. Free Speech Coal., 535 U.S. 234, 256 (2002). The majority also
rejected the government’s indirect harm arguments. It ruled that the risks of virtual
pornography whetting the appetite of child molesters or being shown by molesters to
seduce children were too remote to support an abridgement of constitutionally
protected speech. Id. at 253-54. In addition, the majority disagreed with the
government’s position that prohibiting virtual pornography is necessary to dry up
the market for actual child pornography because they are part of the same market.
Id. at 254-55. 1t noted the reverse—that allowing virtual pornography could in fact
protect children by drying up the market of actual child pornography. The majority
also upheld challenges to the CPPA’s pandering section that prohibited materials
that “conveyled] the impression” that they were of a minor engaged in sexually
explicit conduct. Id. at 255-56. The Court noted that the provision prohibited
possession of a sexually explicit film containing no minors merely because it was
promoted as containing minors. Id. at 257.
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pornography that is “indistinguishable” from a real depiction,
and created a five-year minimum sentence for transporting,
distributing, or receiving child pornography.®* Part of the
PROTECT Act included a new pandering provision with the
same statutory sentence rules as the possession offense.®
Accordingly, even if images of child pornography are computer-
generated, the speech offering or seeking them can be
proscribed.®® Further acknowledging the impact of technology, in
2008, Congress expanded the ban on possession to include
“access[ing] with intent to view” online images of child
pornography after defendants had successfully argued they did
not possess images unwittingly stored in their computers.?’

C. Sentencing History

Parallel to congressional and judicial actions on child
pornography offenses were the development of the Guidelines.
Congress included mandatory minimums and maximums in
many of the child pornography laws® and directed the
Sentencing Commission to establish Guidelines to implement the
Sentencing Reform Act of 1984, which created the mandatory
sentencing Guidelines.?®* The Guidelines were meant to limit

3 See Prosecutorial Remedies and Other Tools To End the Exploitation of
Children Today Act of 2003 (PROTECT Act), Pub. L. No. 108-21, §§ 103(b)(C),
103(b)E), 502(a)1), 117 Stat. 650, 653, 678. The constitutionality of the
“indistinguishable” language is untested.

35 18 U.S.C. § 2252A(a)(3)(B) (punishing a person who knowingly “advertises,
promotes, presents, distributes, or solicits” child pornography). The Supreme Court
upheld the constitutionality of the pandering provision and ruled that offers to
engage in illegal activity were excluded from First Amendment protection. See
United States v. Williams, 553 U.S. 285, 298-99 (2008).

3¢ See generally Rogers, supra note 13.

37 18 U.S.C. § 2252A(a)5)(B). See generally Ty E. Howard, Don’t Cache Out Your
Case: Prosecuting Child Pornography Possession Laws Based on Images Located in
Temporary Internet Files, 19 BERKELEY TECH. L.J. 1227 (2004).

3 See, e.g., 18 U.S.C. § 2252(b).

3% Sentencing Reform Act of 1984, Pub. L. No. 98-473, § 212(a)(2), 98 Stat. 1837,
1987-88 (1984) (codified as amended at 18 U.S.C. § 3551(a) (2012)). See generally
2009 COMMISSION REPORT, supra note 3. To do so, the Guidelines are structured so
that each offense has a base offense level, which is then adjusted up or down by
applying special offense characteristics. For example, the current base level for
receiving child pornography is twenty-two; special offense characteristics include
adding two levels if the images involved a child under twelve years old, four levels if
the images portrayed sadistic behavior, and two levels for use of a computer;
decreases by two levels are made if the defendant did not intend to distribute the
material. See U.S. SENTENCING GUIDELINES MANUAL § 2G2.2 (2013); ORIN S. KERR,
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addition, the same network use has essentially eliminated the
two-level receiving decrease. As the Commission moves forward
with its review, it must assess whether these changes were
intentional and whether they result in appropriate sentences.

IV. RECOMMENDATIONS

Political implications for members of Congress should they
appear to be soft on child pornographers means statutory
changes may be difficult to enact; nevertheless, these
recommendations are made with a view of at least helping to
shape a discussion of these issues. Employing a harm principle
gives a starting point for addressing current offenses and
sentencing controversies. As the landmark child pornography
cases have stated repeatedly, users of child pornography cause
the depicted child to be shamed and humiliated by the knowledge
people are looking at the images of the child being abused.!™

This humiliation is exacerbated by the Internet. As one
court described, “[T]he child victims suffer not only from the
initial physical sexual abuse of their tormentors, but also from
the knowledge that their degradation will be repeatedly viewed
electronically into near perpetuity by a large audience.””

When adult abuse survivors become aware that the images
of them as children are circulating on the Internet, they become
even more mistrustful of people and have more of a sense of
helplessness and hopelessness.’® As one psychologist explained,
“In childhood, they knew that they were physically invaded and
they couldn’t stop it. As adults, they know they’re visually
invaded and they can’t stop it. ... So, knowing that [the images
are] out there just deepens the pathology that they’re already
suffering from.”®!

Beyond psychological injury, a more fundamental harm is
suffered. Even if the child was unaware the image was
circulated, those who trade in and view child pornography harm

178 See supra notes 16-19, 29 and accompanying text. Other harms are that
users contribute to the market for child pornography that could lead to abuse of
additional children, and that children can be “groomed” into permitting acts of abuse
against them if they see images and perceive that the behavior is acceptable. See
generally Rogers, supra note 13.

1% United States v. C.R., 792 F. Supp. 2d 343, 357 (E.D.N.Y. 2011); see also New
York v. Ferber, 458 U.S. 747, 756—60 (1982).

18 CR., 792 F. Supp. 2d at 382.

181 Id‘
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the child’s inherent right not to be viewed in this fashion. There
is harm each and every time an image is circulated. From where
does this human dignity right derive? This right goes beyond
tort theories on invasion of privacy.’®2 We can look to more
analogous situations for answers.

A. The Fundamental Harm in Images

Images are so powerful that, in diverse settings, special rules
apply to them. For example, the Geneva Convention requires
that prisoners of war (“POWSs”) be treated humanely, and this
includes banning photographs of them that subject them to
humiliation or public curiosity.!®® Some courts have construed
the term “public curiosity” to ban photographs that are released
for the purpose of humiliating those depicted.’® Under Articles
13 and 14 of the 1949 Geneva Conventions III Relative to the
Treatment of Prisoners of War, POWs are also “entitled in all
circumstances to respect for their persons and their honour.”®
Even non-POWs, or so-called enemy combatants, are entitled to
protection against “outrages upon personal dignity, in particular

%2 The issue of restitution to victims from pornographers under
18 U.S.C. § 2259(b)(1) (2012), the mandatory restitution statute, has been the
subject of recent court decisions and has split circuit courts. Some circuit courts have
held that possessors are too remote to be the proximate cause of a victim’s injury and
therefore no damages are recoverable. See, e.g., United States v. Aumais, 656 F.3d
147, 154-55 (2d Cir. 2011). Others have held that the restitution statute has only a
limited proximity requirement. See, e.g., In re Amy Unknown, 636 F.3d 190, 198 (5th
Cir. 2011), effd in part and vacated in part, 701 F.3d 749 (5th Cir. 2012). The
impact of these cases on the current issue is doubtful as they deal with
remuneration; criminal culpability dependent on outmoded statutory classifications
raises wholly separate issues. While on the surface one might argue that if a
possessor is not liable for damages, then he should not be criminally liable, the
Supreme Court has long laid to rest the constitutionality of punishing possessors.
See Osborne v. Ohio, 495 U.S. 103, 111-14 (1990). In fact, even in Aumais, the court
upheld the possessor’s sentence of 121 months. Aumais, 656 F.3d at 156-57.

18 Geneva Convention Relative to the Treatment of Prisoners of War art. 13,
Aug. 12, 1949, 6 U.S.T. 3316, 75 U.N.T.S. 135; Geneva Convention Relative to the
Protection of Civilian Persons in Time of War art. 27, Aug. 12, 1949, 6 U.S.T. 3516,
75 U.N.T.S. 287. See generally Robert Cryer, The Fine Art of Friendship: Jus In Bello
in Afghanistan, 7 J. CONFLICT & SECURITY L. 37, 73-76 (2002); Noel Whitty, Soldier
Photography of Detainee Abuse in Iraq: Digital Technology, Human Rights and the
Death of Baha Mousa, 10 HuM. RTS. L. REV. 689, 691 (2010).

184 ACLU v. Dep’t of Def.,, 543 F.3d 59, 90 (2d Cir. 2008), vacated on other
grounds, 130 S. Ct. 777 (2009).

185 Geneva Convention Relative to the Treatment of Prisoners of War, supra
note 183, art. 14.
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humiliating and degrading treatment.”’®® One need only think of
the disgrace over the Abu Ghraib incident to see the impact of
photographs. It was not just the humiliating treatment itself; it
was the taking and dissemination of photographs of the
humiliation that was contemptible.'®” The same criticism was
made following the release of photographs of Saddam Hussein
after his capture.!®®

Death scene and autopsy photographs are also subject to
dissemination restrictions. In National Archives and Records
Administration v. Favish,'® the Supreme Court ruled that
families are entitled to limit disclosure of death-scene images of
their loved ones.'®™ The case involved death-scene photographs of
Vincent Foster, Jr., deputy counsel to President Clinton, and the
respondent’s Freedom of Information Act (“FOIA”) request for the
photos. In denying the FOIA request, the Court noted FOIA
Exemption 7(C) excuses from disclosure information compiled by
law enforcement if its production “could reasonably be expected
to constitute an unwarranted invasion of personal privacy.”!®!
Foster’s sister explained her opposition to the release of the
photos: “[I] was horrified and devastated by [a] photograph
[already] leaked to the press. [Elvery time I see it,...I have
nightmares and heart-pounding insomnia as I visualize how he
must have spent his last few minutes and seconds of his life.”9
She opposed the disclosure of the disputed pictures because

% Protocol Additional to the Geneva Conventions of 12 August 1949, and
Relating to the Protection of Victims of International Armed Conflicts (Protocol I)
art. 75(2)(b), June 8, 1977, 16 I.L.M. 1391, 1423. See generally Cryer, supra note 183.

87 See Cryer, supra note 183, at 74 n.200 (“[Tlhe reference is, strictly speaking
to the customary concomitant of art. 75, as the US is not bound by the Protocol,
having signed, but not ratified it.”); Pamela Hess, Geneva Convention Prohibits
Filming POWs, UNITED PRESS INT'L (Mar. 23, 2003), http:/www.upi.com/Business_
News/Security-Industry/2003/03/23/Geneva-Convention-prohibits-filming-POWs/
UPI-80261048460384/.

18 Josh White & Ellen Knickmeyer, U.S. Officials Condemn Hussein Photos;
Investigation Begun After British Tabloid Publishes Pictures of Iragi in Custody,
WASH. POST, May 21, 2005, at A13.

189 541 U.S. 157 (2004).

% Clay Calvert, Salvaging Privacy & Tranquility from the Wreckage: Images of
Death, Emotions of Distress & Remedies of Tort in the Age of the Internet, 2010
MicH. ST. L. REV. 311, 312; see also Favish, 541 U.S. at 170.

181 Favish, 541 U.S. at 160 (internal quotation marks omitted).

¥2 Id. at 167 (alterations in original) (citation omitted) (internal quotation
marks omitted).
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“lulndoubtedly, the photographs would be placed on the Internet
for world consumption” and would renew media interest in her
brother’s death.'%

The Court agreed that FOIA exemption 7(C) extended
beyond the person depicted to his family members and banned
release of the images, unless the person requesting the
information establishes a significant public interest in the
information sufficient to override the family’s privacy interest in
the images.’® It found that the respondent failed to meet this
burden.'®® Tort law also limits dissemination of non-newsworthy
death and autopsy images.!®® They are deemed to be inherently
humiliating and distressful for the family and can subject the
releasers to damages.'’

Other courts ban the release of private information even if
identities are protected. In Northwestern Memorial Hospital v.
Ashceroft, the government sought medical records of patients who
received late-term abortions to aid the government’s
constitutional challenge to the Partial-Birth Abortion Act of
2003.1% In rejecting the government’s demand, the Seventh
Circuit ruled it would be an invasion of the privacy rights of
anonymous patients.'® The court’s reasoning is particularly
relevant to the victims of child pornography:

Imagine if nude pictures of a woman, upleaded to the Internet
without her consent though without identifying her by name,
were downloaded in a foreign country by people who will never
meet her. She would still feel that her privacy had been
invaded. The revelation of the intimate details contained in the
record of a late-term abortion may inflict a similar wound.2%

Dissemination of images for no worthy purpose inflicts harm
on the depicted person. The absolute lack of any worthy reason
to trade in child pornography establishes the inherent harm to
the dignity of the child depicted. The person inflicting the abuse
captured in a pornographic image is obviously deserving of

193 Id. (internal quotation marks omitted).

194 Id. at 172.

1% Id. at 175. See generally Calvert, supra note 190.

1% Calvert, supra note 190, at 313.

197 See, e.g., Catsouras v. Dep’t of Cal. Highway Patrol, 104 Cal. Rptr. 3d 352,
357 (Ct. App. 2010), modified, 2010 Cal. App. LEXIS 253 (Ct. App. 2010).

198 362 F.3d 923, 924 (7th Cir. 2004); see also 18 U.S.C. § 1531 (2012).

% Nw. Mem’l Hosp., 362 F.3d at 929.

200 Id
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substantial punishment as a child molester. The producer of the
image is guilty of documenting the infliction of sexual abuse. The
harm that others further down the chain inflict lacks physicality,
but they too inflict distinct, actual harm on the child whose
image is disseminated and collected.

B. Statutory and Guideline Changes

Under current federal law, producers are punished
separately and most severely.?® Others in the pornography
network are differentiated by activity,2® and the law treats
attempts to commit prohibited offenses equally to the completed
offenses.?® As explained in Part III, however, when a person
uses file-sharing technology, the categories of prohibited
activities involving child pornography no longer reflect crisply
defined actions. Thus, transporters, distributors, and possessors
often are one and the same, engaging in identical activity. We
can define them as “traders.”

In place of the current statutory scheme, a more valid
delineation would be among producers, traders, and seekers of
child pornography. Since it is the producer who usually inflicts
the most harm, he should have the most severe sentence; traders
also harm the child, but typically to a lesser degree because they
are not involved in any direct sexual abuse of a child. One
possibility is that all activities involving the trading of child
pornography have the same statutory base sentence. This is in
keeping with fundamental harm theory because the depicted
children are damaged by any and all proliferation of their
images. Starting at the same base level, the Commission could
then establish enhancements or departures to distinguish among
the traders and their individual culpability. For example, one
suggestion is that the first person to upload images be punished
more severely than later downloaders.?* Similarly, one who runs
a chat room or bulletin board is more culpable than those who
visit those sites.

201 18 U.S.C. § 2251 (2012) (minimum fifteen year, maximum thirty year
sentence).

202 Id. § 2252A.

283 Id. §§ 2251(e), 2252A(b)(1), 2252A(b)(2).

24 Exum, supra note 48, at 39.
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A caveat to placing all traders in the same base category is
that it should not automatically increase sentences for
possessors—which would occur if the current divisions between
distributors, receivers, and possessors are made into one.
Instead, Congress needs to reexamine the current mandatory
sentence structure against the backdrop of the blurring of
offenses that exists with current technology.?%

Those who have not yet obtained images should be punished
lesser still since they have not yet inflicted harm.?®® This
suggestion is in keeping with the basic tenet of attempt laws that
do not punish attempts as severely as completed crimes.2’” Thus,
the statutes which now contain the same punishment for those
attempting to commit child pornography could be parsed so the
attempt is punished at a lower level. The attempts are more
comparable to the child pornography crimes of pandering and
belong more appropriately grouped together.2®

As previously discussed in Part III, many scholars and
judges have criticized the Guideline enhancement for number of
images possessed.?’ Troy Stabenow has argued that punishing a
defendant based on the number of images he or she has
accumulated is akin to punishing a habitual marijuana smoker
for every marijuana cigarette he or she has smoked over the past
several years.?’® This analogy is wrong in that it does not
acknowledge the offender has violated each child’s right not to be
viewed in a pornographic image. The collection continues to
exist, unlike the dissipated marijuana, and the defendant who
knowingly accesses large amounts of child pornography is
harming large numbers of children. A better approach suggested
by the Sentencing Commission would focus on the extent to
which an offender is involved in online child pornography

25 Even the Justice Department agrees. See Wroblewski, supra note 72, at 3-6.

%6 See generally Audrey Rogers, New Technology, Old Defenses: Internet Sting
Operations and Attempt Liability, 38 U, RICH. L. REV. 477, 479-83 (2004).

27 See generally GEORGE P. FLETCHER, RETHINKING CRIMINAL LAW 473-74
(2000); WAYNE R. LAFAVE, CRIMINAL LAW 64647 (5th ed. 2010).

208 18 U.S.C. § 2252A(a)(8)(B). In keeping with the thesis of this Article, since
the pandering offense is an inchoate crime, Congress should re-examine its sentence,
which is currently a mandatory five-year minimum. Id. § 2252A(b)(1).

29 See supra notes 56-58 and accompanying text.

20 Jesse P. Basbaum, Note, Inequitable Sentencing for Possession of Child
Pornography: A Failure To Distinguish Voyeurs from Pederasts, 61 HASTINGS L.J.
1281, 1301 n.163 (2010) (describing a telephone Interview with Troy Stabenow,
Assistant Federal Public Defender on January 13, 2010).
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communities.?’! In addition, the use-of-computer enhancement
does not adequately relate to the harm suffered by the child
depicted and should be eliminated.?'?

The need to reform the laws becomes more urgent as
technology continues its unabated growth. For example, cloud
computing is becoming more and more popular.?’® Shared file
functions that are available may make cloud computing
analogous to peer-to-peer networking, but on a much larger
platform. Given this technology, a person who collects child
pornography by storing it on a cloud server may also be a
distributer of the image by virtue of the sharing function of his
cloud files.? Yet, since the images are stored on a remote server,
some have questioned whether and who possesses them.?*®

Similarly, as wireless routers are now increasingly used to
access the Internet, a person who fails to lock his router with a
password could potentially be charged if his router is used by
someone to transmit child pornography.?’® The analogy would be
to peer-to-peer file sharers who fail to opt out of the sharing
function. Taken to its logical extreme, the same willful blindness
standard the courts have used in the file-sharing cases could
apply to owners of unprotected routers.?'” Of course, there is a
difference in that a third person is hacking into an unprotected
wireless network, as opposed to being part of a file-sharing
network, but one who knows and fails to protect his router from
unauthorized access is leaving himself open to charges.

211 See supra text accompanying notes 73-75.

212 See supra text accompanying note 77; supra note 178.

%3 See supra notes 114-16 and accompanying text.

214 See Marc Jonathan Blitz, Stanley in Cyberspace: Why the Privacy Protection
of the First Amendment Should Be More Like That of the Fourth, 62 HASTINGS L.J.
357, 364 (2010).

215 Id

216 See Jean-Loup Richet, FBI Child Porn Raid a Strong Argument for Locking
Down WiFi Networks, INFO. SYSTEMS RES. BLOG (June 2, 2011),
http://www.information-systems-research.com/blog/2011/06/02/fbi-child-porn-raid-a-
strong-argument-for-locking-down-wifi-networks. No charges were brought against
the unwitting host. Id.

217 Cf. Global-Tech Appliances, Inc. v. SEB S.A., 131 S.Ct. 2060, 2068—-69 (2011)
(discussing willful blindness standard applied in patent infringement case). There is
a difference in that a person is hacking into an unprotected wireless network, as
opposed to being part of a file-sharing network, but whether this is legally
significant is untested as yet.
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CONCLUSION

Fears that the Internet would be a boon to child
pornographers have been realized as the number of images
permanently circulating in cyberspace has ballooned into the
millions. Yet, to be effective in punishing this flood, the law must
accurately delineate the culpable conduct. The divisions among
traders of child pornography are no longer accurate; and,
therefore, the differentials in punishment have lost their
underpinnings. The current sentencing controversy surrounding
child pornographers is merely the tip of the iceberg of the larger
need to revamp the offenses themselves.

Optimally, Congress should revise the child pornography
statutes to reflect technology; however, most likely this is
politically unfeasible. Nevertheless, failure to act will allow the
current debate to harden positions with negative consequences.
Harsh sentences, such as life imprisonment for possession of
child pornography, as one court imposed recently, are
counterproductive to the ostensible rationale for punishment.?8
Rather than deterring the prohibited activity, it causes some to
question the validity of the offense itself or minimize its gravity.
At the other extreme, to equate the harm inflicted by sexual
predators in producing pornographic images of children, with
that of downstream traders, is equally ineffective. The proposed
framework, at the very least, may allow judges to properly tailor
punishments and give the Commission guidance in revamping its
Guidelines.

%18 Erica Goode, Life Sentence for Possession of Child Pornography Spurs Debate
over Severity, N.Y. TIMES, Nov. 4, 2011, at A9.
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