
OF THIRD-PARTY BATHWATER

B. Challenges to Kerr's Defense

Erin Murphy and Richard Epstein both think that the
"negative externalities" of the third-party doctrine outweigh the
benefits it provides in ensuring technological neutrality and
preventing substitution effects.61 "Specifically," writes Murphy,
"the technologies left exposed by third-party doctrine are not
exclusively deployed for illicit purposes."62 Therefore, she says,
"[F]ailing to protect [these technologies] ... dissuad[es] innocent,
desirable conduct."3 Similarly, Epstein writes that the doctrine
"creates social inefficiencies with respect to lawful conduct that
people naturally wish to keep from the prying eye of the state."64

Yes, the third-party doctrine may prevent a would-be thief from
hiding evidence of his crime behind his ISP, e-mail server host,
online bank, and so forth. But criminal activity is only a small
fraction of the activities for which such businesses and
technologies are used. So, for every crime that is either
prevented or made more detectable because of the doctrine, there
is much valuable activity that is discouraged. This is
particularly true after Snowden's revelations about the NSA's
activities. Online anonymity, which entails enjoying less of what
the Internet has to offer, is now the latest in fashion.66

Murphy's critique goes farther than does Epstein's; she
challenges Kerr's substitution effects insight at a fundamental
level. First, she questions whether the average criminal would
be capable of acting rationally enough to deliberately substitute,
for publicly observable means, third-party-assisted means of
achieving his goals.66 Writes Murphy, "What we know about the
criminal actor is that he is usually poor, uneducated, and high on
drugs or alcohol a surprising amount of the time."67  She also

61 Erin Murphy, The Case Against the Case for Third-Party Doctrine: A Response

to Epstein and Kerr, 24 BERKELEY TECH. L.J. 1239, 1241 (2009).
62 Id.
63 Id.
64 Richard A. Epstein, Privacy and the Third Hand: Lessons from the Common

Law of Reasonable Expectations, 24 BERKELEY TECH. L.J. 1199, 1226 (2009).
61 See generally Stuart Jeffries, Internet Anonymity is the Height of Chic, THE

GUARDIAN (June 12, 2013), http://www.guardian.co.uk/technology/2013/un/12/
internet-anonymity-chic-google-hidden.

I Murphy, supra note 61, at 1242.
67 Id. (citing BUREAU OF JUSTICE STATISTICS, U.S. DEP'T OF JUSTICE, FEDERAL

JUSTICE STATISTICS, 2007-STATISTICAL TABLES (2010), http://www.bjs.gov/content/
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doubts whether there are technological, third-party-assisted
alternatives available for the commission of many crimes.68 Sure,
it might be easier to evade detection while stalking someone
online instead of stalking them in the physical world; but, as
Murphy notes, "One generally cannot murder, rape, or cause
serious bodily injury via technology alone."69 Moreover, she says,
even if Kerr wanted to focus his examination on the most
frequently committed offenses, he would find little support for his
view: "Technology does not offer much by way of protection from
accusations of disorderly conduct, or drinking and driving, or
even drug distribution-the kinds of crime that, for better or for
worse, make up the vast majority of criminal offenses in our
country."70

Yes, there are some crimes that seem particularly well suited
for "third-party technological outsourcing," as Murphy calls it. 7'
With respect to these, however, she suggests that what is at play
is not a substitution effect, but rather "a sub-species of crimes in
which third-party participation is an indispensable component
(or even instrument) of the offense."72 Any increased difficulty in
investigating such crimes in the absence of a third-party doctrine
is not, she says, due to substitution of the Internet for other
means of committing the crime.7' Murphy thinks the difficulty
comes from the fact that the Internet and digital duplication
technology make it possible for there to be many more
offenders-for example, producers and consumers of child
pornography-whom the police must apprehend.74

Murphy also rejects the idea of using the third-party doctrine
as a means of "equalizing" offenses that are public with offenses
that are private or particularly heinous.75 She notes that the
Constitution "[does] not obliterate privacy protections for the
home, for instance, just because the vast majority of child sexual

pub/html/jsst/2007/fjs07st.pdf (title renamed from "Criminal Offender Statistics" by
the Bureau of Justice Statistics)).

68 Id. at 1243.
69 Id.

70 Id.

71 Id.

72 Id. Murphy gives "child pornography or internet fraud" as examples. Id.
73 Id.
74 Id.
75 Id. at 1244.
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abuse occurs there."76 Most importantly, Murphy challenges
Kerr's assertion that, in the types of cases that truly invite
technology substitution-"offenses like theft, fraud, or [certain]
white collar crimes"7 -substitution will make it harder for the
police to do their job. In fact, Murphy suggests that the difficulty
of the police's job will be roughly the same whether or not
substitution occurs.78 "Third parties," she writes, "increase the
possibility that a trail will be left or witnesses will be created, all
of which only helps the state in building its case."79 The police
may need to get a warrant based on probable cause in order to
obtain pieces of evidence in the possession of third parties;
however, "that is not a particularly high U standard to meet.80

And once the police get their hands on that evidence, she notes,
chances are it will turn out to be more valuable, more probative,
than, for example, "the testimony of [a stalking] victim that some
guy keeps coming around."'81 Finally, Murphy adds that, should
there be a particularly thorny case that police need to
investigate, there is always "the grand jury, which is virtually
immune from Fourth Amendment strictures."2

Kerr responds to many of Murphy's criticisms in an essay3

published alongside hers and Epstein's. First, he says that her
observation that most criminals are not rational actors is beside
the point.8 4 The substitution effect exists so long as criminals in
fact replace their publicly observable acts with protected third-
party transactions; what their motivation is for doing so is
irrelevant.85 Also beside the point, says Kerr, is the relative
prevalence of crimes for which third-party substitution is
possible.6

[Tihe key question is not whether the third-party doctrine is
necessary for the police to investigate every type of crime. The
question is whether, on the whole, the rule enables the proper

76 Id.
77 Id.
78 Id.
79 Id.
80 Id.
81 Id.
82 Id. (citing United States v. Dionisio, 410 U.S. 1, 11-12 (1973)).

I, Orin S. Kerr, Defending the Third-Party Doctrine: A Response to Epstein and
Murphy, 24 BERKELEY TECH. L.J. 1229, 1233-36 (2009).

8 Id. at 1233-34.
85 Id.
86 Id. at 1234.
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balance between privacy and security given the need for rules
that encompass investigations into all different types of

87crimes.
Kerr says his "favorite of Murphy's arguments" is her

contention that it is risky for criminals to rely on third parties in
the commission of their crimes, because it makes it easier for
them to be caught.88 In his response, Kerr first sets aside the
idea of criminals engaging in a rational cost-benefit analysis
before deciding whether to use third parties.8 9 He then argues
that, insofar as the use of third parties leaves a trail of evidence
behind, that trail of evidence is virtually inaccessible in the
absence of the third-party doctrine: "In a world without the
third-party doctrine, the risks of group crimes would be much
lower. The now-exposed paper trail presumably would be as
protected as secret plans stored in the suspect's sock drawer."90

Moreover, says Kerr, even if there were some real cost-benefit
analysis to be performed, the most controversial applications of
the third-party doctrine involve third parties-banks, phone
companies, and ISPs-who pose the least risk in terms of
becoming snitches.91 They are companies that, in the normal
course of business, engage in minimal customer monitoring and
have a market incentive to preserve customer privacy.92

I found Kerr's response to Murphy to be unconvincing with
respect to a few issues. First, I agree with Murphy that police
investigation of crimes involving third parties, in the absence of
the third-party doctrine, would not be as difficult as Kerr
suggests. To commit a crime means, concretely, to initiate force
or use fraud against another person or his property. No matter
what means one employs to do this, there will be some trail of
evidence left behind, a trail that can be followed and used to
apprehend the criminal. Yes, in the absence of the third-party
doctrine a warrant may be required to figure out, for example,
who uses the Internet Protocol address linked to an online theft
from a bank account. However, as Murphy says, that should not
be too difficult to get.

87 Id.
98 Id.
89 See id. at 1234-35.
90 Id. at 1235.
91 See id.
92 Id.
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The second point to make is that Kerr, in his response to
Murphy, seems to assume that the government plays no role in
the decisions companies make about monitoring their customers
or preserving their privacy. As we have learned recently, Verizon
has for years been subjected to court orders demanding
continuous collection and reporting of customers' metadata,
regardless of Verizon's own business needs or preferences for
preserving customer privacy.93 Finally, Kerr fails to respond to
an important point Murphy raises about the Constitution: There
are some things the Constitution will protect-for example, the
home-even though removing that protection might yield a
bonanza in terms of facilitating investigation of particularly
heinous crimes.94

Overall, Murphy provides a formidable challenge to Kerr's
arguments about the third-party doctrine's role in preventing
substitution and preserving the technological neutrality of the
Fourth Amendment. Kerr is concerned that eliminating the
third-party doctrine would encourage substitution of third-party-
assisted means of committing criminal offenses, and that this
would help criminals to avoid detection of their crimes. Murphy
makes us doubt both the incidence of substitution and the gravity
of its consequences.

Aside from his observation that the social inefficiencies
created by the third-party doctrine may outweigh the
substitution effects about which Kerr is concerned,95 Epstein's
critique is implicit in the alternative model he presents in his
article. Epstein suggests that the Fourth Amendment might be
more flexible in its treatment of third-party cases, allowing
courts to ratify not only searches based on probable cause, but
also, in the appropriate case, searches based only on reasonable
suspicion.9" In Kerr's response, he notes that Epstein, "Ib]y
assuming away the all-or-nothing framework [of the Fourth
Amendment],... dramatically changes the costs and benefits of
the third-party doctrine."97  In essence, Epstein's argument
against the substitution effect is to propose a legal framework,

93 See Greenwald, supra note 3.
94 See supra text accompanying note 76.
95 See supra text accompanying note 64.
96 Epstein, supra note 64, at 1224-25.
97 Kerr, supra note 83, at 1232.
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based on different assumptions, in which the substitution effect
does not exist. Accordingly, Kerr finds that Epstein "ends up
answering a very different set of questions."8

Suppose that Kerr is correct, that the substitution effect
would be significant and that eliminating the third-party
doctrine would adversely affect the technological neutrality of the
Fourth Amendment. In that case, one approach would be to
balance, as Epstein and Murphy do, the substitution effects
against the negative externalities of the third-party doctrine, and
decide what to do accordingly. Another approach-one I believe
to be preferable-is to treat the question as one of individual
rights in the traditional sense, where rights are not "interests" to
be balanced against "the public good," or as part of some
elaborate utilitarian calculus. On this approach, the only
questions to ask would be: What are the rights at issue, and
what does it mean for the government to protect these rights in
the context of a criminal investigation? Yes, we delegate our
right of self-defense to the government, and that entails the
government sometimes being able to investigate whether or not
the target of the investigation has consented.9 9 Nonetheless,
delegating one's right of self-defense does not mean that the
government can investigate whomever it wants, whenever and
however it wants. The government must have some objective
reason, typically probable cause, to believe a particular person or
group of persons is involved in criminal activity. While a full
defense of this overall approach is beyond the scope of this
Article, the alternative to the third-party doctrine presented in
Part II of this paper will help to further elucidate it and thereby,
I hope, contribute to its plausibility in the mind of the reader.

With respect to Kerr's argument about the need for ex ante
clarity, again we see Murphy and Epstein concurring in their
initial response. If clarity is what you are after, why not opt for
what Murphy calls the "libertarian baseline?": "[A] very clear

98 Id. Kerr also objects to the fact that Epstein's model "eliminates the

institutional choice between constitutional regulation and either statutory or
administrative regulation." Id. What is, on Kerr's understanding of the Fourth
Amendment, the province of either statutory or administrative law becomes, for
Epstein, the province of"a flexible Fourth Amendment." Id. at 1232-33.

99 In other words, I join Epstein in rejecting the "libertarian baseline" he
mentions in his piece. Epstein, supra note 64, at 1211 (describing a "libertarian
baseline" which "makes all forms of criminal investigation illegal without the
consent of the parties who are investigated").
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rule (and one with ample constitutional support) that simply
prohibits all third-party investigation without a warrant or
probable cause."'00 Murphy then goes further and assumes, for
the sake of argument, that ex ante clarity would require
eliminating rather than fortifying third-party protections, and
tackles a hypothetical Kerr posits in his paper: An anonymous
blog commenter writes about a Senator taking a bribe.1 1 The
problem for police, who would like to subpoena the commenter, is
to determine the commenter's relationship to the Senator.
Without a categorical third-party doctrine, the relationship
between the two is crucial for determining the police's ability to
subpoena the commenter.

As with Kerr's concerns about substitution and technological
neutrality, Murphy argues that Kerr's concerns here are
overblown. A grand jury, she notes, could easily subpoena the
ISP for the name of the commenter.10

2 A police officer may not be
able to do so, but for Murphy, the trade-off is worth it: "Sure, we
want to catch... Senators with fat pockets, but not at the
expense of trading individual liberty for blind faith in the
statements of any Tom, Dick, or Jane with [an internet]
connection.'" 103 Once the government knows the name of the
commenter, Murphy explains, it can either easily question the
commenter in the context of a grand jury investigation; or, in the
case of a police investigation, the police can ask about the
commenter's relationship to the Senator at the outset of the
interview, and either stop or continue the conversation
depending upon the answer received.0 4

In Kerr's response, he explains that his hypothetical about
the bribe-taking Senator was meant to illustrate a possible
alternative to the third-party doctrine: a legal regime "in which
the question of whether an expectation of privacy is 'reasonable'
must be answered by a probabilistic determination in each case
of whether there was a person who once had the information who

100 Murphy, supra note 61, at 1245. Note that what Epstein calls the

"libertarian baseline" seems to be quite a different animal. See supra note 99.
Murphy's libertarian seems to believe in limited government, whereas Epstein's
libertarian seems to be somewhat of an anarchist.

101 Murphy, supra note 61, at 1245.
102 Id. at 1245-46.
103 Id. at 1246.
104 Id.
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reasonably expected privacy."105 Murphy, in answering the
hypothetical, was, so far as I can tell, imagining a world just like
ours except that there is no third-party doctrine, and showing
that ex ante clarity can be achieved in that world. In other
words, she is analyzing Kerr's hypothetical in the world of her
"libertarian baseline."106  Kerr seems to be distracted by the
repurposing of his hypothetical, and so he fails to respond to
Murphy here. Instead, he decides to point to the fact that
Murphy offers only "a few vague proposals" for an alternative to
the third-party doctrine as evidence that it is difficult to do so
while effectively addressing Kerr's concerns about ex ante
clarity.0 7 Still, repurposed as it was, I found Murphy's treatment
of Kerr's hypothetical convincing with respect to the issue of ex
ante clarity. I admit I may be biased, however, because, as we
will see, the approach I suggest and defend in this Article is not
far from Murphy's libertarian baseline.

Epstein does not take the ex ante clarity issue head-on, but
rather proposes an alternative analysis in which he believes the
issue of clarity has been adequately addressed. "The boundary
lines between these various areas [to which Epstein applies his
framework] are for the most part relatively clear, so that the
borderline interpretation issues should not muddy the overall
inquiry."0 8 Kerr does not discuss the issue of clarity in his
response to Epstein, but I believe that he would reject Epstein's
framework on this ground as well. What Epstein is proposing is,
in essence, a case-by-case inquiry into the social utility of
protecting privacy.

Taking up Kerr's treatment of the "doctrinal" critique of the
third-party doctrine in his own article, Epstein rejects Kerr's
consent-based understanding of the doctrine. Just as it begs the
question to say that one who shares information with a third
party "assumes the risk" of disclosure, Epstein explains, a similar
objection can be made to the claim that one "consents" to the
disclosure of information by sharing it with a third party.0 9

Epstein describes what is going on in a case covered by the third-

105 Kerr, supra note 83, at 1236.
106 See Murphy, supra note 61, at 1245-46.
107 Kerr, supra note 83, at 1236.
108 Epstein, supra note 64, at 1202.

109 Id. at 1201.
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party doctrine as tantamount to "fraud in the inducement."'110 He
notes that the common law will not hold one who gave his
consent accountable as against the party who committed a fraud
in order to induce that consent.'1 ' "In Fourth Amendment cases,"
writes Epstein, "this party is the government, so we are back at
square one." 2  For my part, I wonder whether Epstein's
observation is true in all Fourth Amendment cases, or just in the
"secret agent" cases, but I agree with Epstein that it is question-
begging to say that a person consents to have his information
shared with a third party, the government, simply because he
shared it with a second party for a limited purpose. Epstein
writes:

To be sure, there are many cases where the consent of the party
searched meets the standard of individualized consent
developed in private law settings. But in other cases the
nominal consent is presumed on the ground that on balance
people are better off from the ex ante perspective if they are
forced to submit to some searches against their will. 113

In other words, "consent" is often just a proxy for social
utility. Murphy agrees with Epstein in his critique of Kerr's
consent-based analysis of the doctrine. "I . . . share Professor
Epstein's sense that Professor Kerr's 'consent' model seems to
just circle back to the reasonable expectation of privacy test." 4

She also agrees with Epstein that a viable alternative to the
doctrine might be "geared toward optimizing social utility. " 115 I
agree with Epstein and Murphy about the essential identity of
"consent" and "reasonable expectations" understandings of the
doctrine, as well as with their sense that, whichever of these two
concepts you use to explicate the doctrine, the doctrine is
unworkable. However, as we will see, I would not frame the
alternative in terms of maximizing social utility.

In his response to Epstein's article, Kerr observes that
Epstein, after drawing upon "insights from libertarian political
theory, the common law of torts, and Fifth Amendment takings
law,... concludes that the question of 'reasonable expectations'

110 Id.

"I Id.
112 Id. at 1202.
113 Id. at 1206.
114 Murphy, supra note 61, at 1241 n.6.
115 Id.
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requires a cost-benefit analysis."116 Kerr doubts, however,
whether Epstein's "first-principles rethinking" of the third-party
situation actually adds anything to existing doctrine, and offers
examples from existing case law and statute in which the cases
are treated essentially the same as what Epstein envisions.1 7

Kerr's discussion of the functional critique of the third-party
doctrine warrants some attention as well. Recall that Kerr's
response to this critique, which says that the doctrine gives the
government too much power, is to note that "the Fourth
Amendment is [not] the only game in town," and to discuss the
supplemental privacy protections afforded by statutory and
administrative law, as well as common law rules and evidentiary
privileges. 8  Murphy's answer to Kerr here is brief. She
emphasizes the fact that these alternatives are "non-
constitutional"-that is, that they do not provide the same
protection afforded by the Fourth Amendment-and says she
does not think they are "anywhere near adequate."'119

I will defer to Murphy with respect to her evaluation of the
adequacy of criminal procedure doctrine. With respect to
statutory protection for access to business records, note that
what a statute giveth, a statute may taketh away: The invasive
activities of the NSA described in the introduction to this Article
were apparently authorized by statute, despite the statutory
protections relied upon by Kerr. More importantly, and likely
also relevant to the legality of the NSA's activities, Kerr admits
that "[i]n many ... cases, the statutory privacy laws provide less
protection than would the analogous Fourth Amendment
standard of a probable cause warrant."120 As for the privileges,
even if Murphy were wrong in saying that they "are barely worth
the paper they are printed on," 21 I fail to see how they are

116 Kerr, supra note 83, at 1230.
117 Id. at 1231-32. I might quibble a bit with Kerr's conclusion here. Kerr offers

the following quotation from Hudson v. Palmer as a sample of a court conducting a
cost-benefit analysis: "[R]ecognition of privacy rights for prisoners in their individual
cells simply cannot be reconciled with the concept of incarceration and the needs and
objectives of penal institutions." Id. at 1231 (quoting Hudson v. Palmer, 468 U.S.
517, 526 (1984)). Insofar as the Court discusses the "concept of incarceration," and
perhaps even the "objectives of penal institutions," it seems to be going beyond
simple cost-benefit analysis. See id. (emphasis added).

11 See supra text accompanying notes 53-60.
"1 Murphy, supra note 61, at 1250-51.
120 Kerr, supra note 15, at 597.
121 Murphy, supra note 61, at 1251.
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relevant to a situation involving me and my cell phone company,
or me and my ISP, or me and Facebook. Finally, it is true that
third parties may often assert the rights of their customers and,
as Kerr notes, "Protecting customer privacy is good for
business."122 However, with respect to the aforementioned NSA
programs, third parties have had to conduct these challenges
entirely in secret and then, when ultimately compelled to turn
over their customers' data, they have been forced to deny any
knowledge of or participation in the programs.123  Further,
Murphy points out that, even in cases in which the companies
have the opportunity to fight subpoenas publicly, few are willing
to stand up to the government-and those few are relegated to
using legal doctrines that seem inapposite.124

Drawing upon critiques by Murphy and Epstein, and
throwing in a few of my own, I hope I have poked enough holes in
Kerr's defense of the third-party doctrine to have further
motivated the search for an alternative. It is to that alternative
that we now turn.

II. AN ALTERNATIVE PROPOSAL

A. A Model for Legal Protection of Information Privacy Based on
Our Rights to Property and Contract

My proposal rests on a free-market model for the protection
of informational privacy that I have been elucidating and
defending for several years.25 What I have suggested is that we
return to the era of protecting privacy on the basis of our rights
to property and contract, as was the case before a famous 1890
law review article2 6 written by Samuel D. Warren and Louis D.
Brandeis. In other words, I reject the so-called right to privacy.
My argument starts with the same observation as that of those

122 Kerr, supra note 15, at 598.
121 See Dominic Rushe, Google and Facebook Ask DoJ for Permission To Publish

Fisa Requests, THE GUARDIAN (June 11, 2013), http://www.theguardian.com/
technology/2013/jun/11/google-doj-permission-publish-fisa-requests; Dominic Rushe,
Yahoo Wants Fisa Objections Revealed, THE GUARDIAN (July 10, 2013), http:/!
www.theguardian.com/technology/2013/jul/111/yahoo-wants-fisa-objections-revealed.

124 Murphy, supra note 61, at 1251 (discussing Google's challenge to a
government subpoena for its customers' information, in which Google appealed to
trade secret doctrine).

121 See generally Peikoff, supra note 16.
126 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L.

REV. 193, 213 (1890).
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who, in the literature, are known as "reductionists."
Reductionists note that cases in which most of us believe an
individual's privacy should be legally protected can be reduced to
cases in which the individual is exercising property and contract
rights in order to protect his privacy.127 You do not want someone
to see or hear what you are doing in your home? Lock your doors,
close your windows, and shut your blinds. You want to keep your
financial information private? Well, before the government
started compelling the bulk collection and reporting of financial
data"--something for which we have the third-party doctrine to
thank-you could protect your financial privacy simply by having
a confidentiality clause in your contract with your bank.

Yes, there are tricky cases involving new technologies in
which it can be difficult to see how our rights to property and
contract can do the job. I think in many cases, however, courts
have given up too easily. Take, for example, Olmstead v. United
States.2 9 There, the government tapped a phone line to listen to
Olmstead's phone conversations.3°  The Supreme Court,
ostensibly relying on the trespass doctrine, held that the
government's conduct did not amount to a search within the
meaning of the Fourth Amendment.131 "The amendment does not
forbid what was done here. There was no searching. There was
no seizure. The evidence was secured by the use of the sense of
hearing and that only. There was no entry of the houses or
offices of the defendants."132

I think the Court failed properly to apply the trespass
doctrine in that case. There may not have been a physical
trespass to "the houses or offices of the defendants," but there
was a physical trespass to the phone company's phone lines, just
as there was a trespass to the vehicle of Jones's wife in United

127 See generally Amy L. Peikoff, The Right to Privacy: Contemporary

Reductionists and Their Critics, 13 VA. J. SOC. POL'Y & L. 474, 474 (2006).
128 See, e.g., Bank Secrecy Act, 12 U.S.C. § 1829b (2012).
129 277 U.S. 438 (1928).
130 Id. at 456-57.
131 Id. at 465.
132 Id. at 464.
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States v. Jones. 3 3 The phone lines may not have belonged to the
defendants, but the defendants had purchased exclusive access to
them during the time of their calls.3

I believe that not only is a distinct "right to privacy"
superfluous-as do the reductionists-it is also immoral, in that
it tends to displace and thereby undermine our fundamental
rights to property and contract.35  Further, because it is our
rights to property and contract that enable us to achieve states of
privacy, the consequence of recognizing a distinct right to privacy
is, in fact, less privacy protection. The recent revelations about
intrusive NSA programs are just the latest examples. In an
earlier article, after reviewing the 1970s business records cases, I
wrote:

If the controlling standard in these cases had been one's right to
property, along with one's right to use his property to enter into
contracts, then a man's privacy would not be dependent on
others' opinions about what he actually expects and whether his
expectations are reasonable. Rather, it would depend solely on
his ability to produce values and to trade those values for the
means to protect the privacy he seeks. Of course, the
government could still issue warrants to compel third parties to
disclose information that has been entrusted to them. But at
least then the disclosure of information would depend on factors
such as particularized suspicion and limited scope of
search .... 136

B. Applying the Model to the Third-Party Situation

Applying the above model to the third-party situation would
be straightforward: An individual has a contract with a third
party-a bank, a phone company, or an ISP. The contract
contains a provision, preferably explicit, according to which the
third party promises, as part of the consideration for the
customer's money and patronage, to keep his information private.
If the third party reveals a customer's private information, it has
breached the contract and could be compelled to pay damages
accordingly. Moreover, the government, in order to compel the
third party to breach its contract with you, would need to get a

133 132 S. Ct. 945, 949, 952 (2012).
134 One who rents an apartment to live in does not own that apartment, but it is

still treated as one's home for Fourth Amendment purposes.
131 See Peikoff, supra note 16, at 34-46.

13' Id. at 40.
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search warrant or the equivalent, based upon probable cause and
particularized suspicion. If it failed to do so, the modern remedy
would likely be the exclusionary rule, but I would prefer to
return to the traditional trespass model of the Fourth
Amendment,137 under which we might charge the government
with tortious interference with contract.

Suppose, for example, the police found, on a publicly
available Internet discussion forum, a post by a person who says
he wants to blow up participants and spectators at the Boston
Marathon. If the police discovered this early enough, such that
the threatened attack was not imminent, then they could go to a
judge, present the evidence they have amounting to probable
cause and pointing to a particular individual or group of
individuals, and get a warrant. The warrant would compel the
forum host to reveal the Internet Protocol address of the post's
author, which could then lead the police to the real person, who
could then be investigated as appropriate. If a threat were
imminent, criminal procedure would allow for an exception to the
warrant requirement;138 this would be no less true in cyberspace
than it is in physical space. What would be gone, on my model,
are the days of government, for example, compelling banks to
compile and hand over data about all transactions in excess of
$5,000, regardless of who engaged in them, and then combining
that data with data produced by another "third party"-for
example, Facebook-and then running searches on the combined
database with no warrant, no probable cause, and no
particularized suspicion.

C. Evaluating the Model

How might the scholars discussed in Part I of this Article
evaluate my suggested model for approaching privacy and, in
particular, the third-party cases? While Murphy might agree
with my view that the third-party doctrine should be thrown out
entirely, she might not approve of my model, based as it is in
rights to property and contract. Murphy asks, "Is there any
principled basis for allowing [an individual] to voluntarily

137 See, e.g., Akhil Reed Amar, Fourth Amendment First Principles, 107 HARV. L.
REV. 757, 774 (1994) (explaining that, traditionally, police who conducted an
unreasonable search without a warrant could be sued and forced to pay damages in
trespass).

138 See Warden v. Hayden, 387 U.S. 294, 298-99 (1967).
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provide information or give up documents to
investigators ... while forbidding the same voluntary compliance
from third parties? Even if such a basis existed, could it be
articulated and enforced?"'39

I would love to say that the common law of contract is
exactly what Murphy is seeking here. However, her half-
hearted and self-refuted defense of the third-party doctrine as a
socioeconomic equalizer,140 combined with her worry that relying
on legislation to protect our privacy would leave "the poor and
disempowered ... unprotected,"14" ' leads me to conclude that
Murphy is probably not in favor of returning to a legal system in
which our rights to property and contract are strictly enforced.

Epstein might agree with much that my model has to offer,
but there would likely be many cases where we would be at odds,
due to his embrace of the reasonable expectations test as a proxy
for deciding these cases based on social utility. Epstein's "central
approach is to use the language of reasonable expectations as a
way to forge a sensible set of rules that optimizes social welfare
with respect to a given kind of problem."'42 Not only does Epstein
rely on a foundation, utilitarianism, which contradicts my entire
approach, he also ends up proposing a framework that, although
it is different institutionally, yields results similar to what we see
today.

143

I would hope that Kerr would give me plenty of points for ex
ante clarity. However, I am fairly sure that he would reject my
model as sacrificing too much security for the sake of privacy. He

139 Murphy, supra note 61, at 1252.
140 Id. at 1247-48. Murphy suggests that one might argue that the third-party

doctrine makes it harder to conceal white-collar crimes, which are presumably
committed by upper-class, rich criminals. In this way, she says, the doctrine can be
seen as leveling the playing field between rich criminals and poor criminals. Id. at
1247. Now, one might wonder why anyone cares to level the playing field between
rich and poor criminals anyway, but this is not why Murphy rejects this argument.
She ends up dismissing it because she doubts the connection between the third-party
doctrine and white-collar crime. Id. Also, she notes, the rich would-be criminals can
spend their money lobbying for Congress to create statutory protection for
information we share with third parties, something that would undo whatever
equalizing effect the doctrine may have had. Id. at 1247-48.

141 Id. at 1253.
142 Epstein, supra note 64, at 1202.
143 Kerr, supra note 83, at 1232-33 (noting that the biggest difference between

Kerr and Epstein is that Epstein rejects the "all-or-nothing options of Fourth
Amendment law," and "eliminates the institutional choice"); see also supra notes
116-17 and accompanying text.
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would remind me of the substitution effects made possible by
eliminating the third-party doctrine, of how much more difficult I
have made it for police to investigate crimes facilitated by third
parties. My essential answer to Kerr is that I do not believe it is
right to "balance" privacy and security.4 4 I think the proper goal
is to determine what rights exist, and then to figure out what it
means to recognize and protect these rights in the context of law
enforcement. If recognizing and protecting individual rights
makes the job of law enforcement more difficult, so be it. Still, I
do think there is an elaboration on this basic model that will, to
some extent, address Kerr's concerns. That is the topic of Part
III.

III. ADDRESSING AN OBJECTION: ILLEGAL CONTRACTS

I have not yet explained how I propose to treat Tony
Soprano's basement conversations with government informants,
and yet it is precisely this type of "secret agent" case that made
the third-party doctrine seem plausible in the first place. If there
is a way to have the benefit of third-party protections for the
majority of us, who do not engage in illegal behavior, while
chipping away at some of the "substitution effect" that Kerr
warns us about with respect to criminal activity,145 would that
not be ideal? Thankfully, the common law of contracts provides a
rule that allows us to address these "secret agent" cases, the
cases that gave rise to the third-party doctrine, consistent with
my model for the legal protection of privacy.

At common law, illegal contracts are not enforceable.46 An
illegal contract is one whose subject matter-the thing to be done
pursuant to the contract, the consideration provided for at least
one of the parties' promises-is illegal. Specifically:

[I]t may be broadly said that a bargain will be declared illegal or
unenforceable if:
1. The consideration for a promise in it is an illegal act or
forbearance;

144 Note that the philosophical foundation for my model of privacy is Ayn Rand's

theory of rights and that, according to Rand, rights do not conflict and are not
subject to "balancing." See generally Peikoff, supra note 16 (explaining Rand's theory
of rights and its application to the problem of the legal protection of privacy).

145 See supra text accompanying notes 34-39.
146 See 5 SAMUEL WILLISTON & RICHARD A. LORD, A TREATISE ON THE LAW OF

CONTRACTS § 12:1 (4th ed. 2009).
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2. It is illegal to make some promise in the bargain, even
though what is promised might be legally performed;
3. Some performance promised is illegal;
4. A provision is included for a condition in violation of law; or
5. According to the modern view, embodied in the Restatement
Second, "the interest in enforcement [of a promise or term] is
clearly outweighed in the circumstances by a public policy
against the enforcement of such terms," in which case the term
will be unenforceable.

147

The defense is not just a relic taught in law schools and
tested on bar exams: One scholar methodically examined all of
the federal and state court cases in which any defense falling into
the broader category of "public policy" was employed during the
latter half of 2009.148 His analysis showed that defenses based on
a violation of a statute or regulation-among these would be
those based on illegal contracts-had the highest success rate:
fifty-nine percent.149  Accordingly, David Adam Friedman
described the illegality defense as the least "unruly" of the public
policy defenses. °

In one of the cases he surveyed, the South Dakota Supreme
Court refused to enforce a promissory note in excess of $30,000, a
substantial portion of which was still due and payable, because a
small fraction of the note's total amount, $1,500, was in
consideration of a gambling debt.1  If such cases are
representative, it is reasonable to conclude that a court presented
with an illegal contract would deny enforcement of any explicit or
implicit provision promising to keep private any information
shared pursuant to the contract. Tony Soprano's revelations to a

147 Id. (footnotes omitted). Note that today there is some overlap, acknowledged
in Williston's treatise, between the traditional contract defense of illegality and the
modern defense of a contract being against "public policy." My proposal in this
Article relies only on the former, as a way to account for the "secret agent" cases in
the context of my model for the legal protection of privacy. However, it seems that
those who prefer the more pragmatic "reasonable expectation of privacy" standard
could employ the "public policy" portion of this defense as an explanatory gloss for
the "reasonableness" of one's expectation of privacy.

148 David Adam Friedman, Bringing Order to Contracts Against Public Policy,
39 FLA. ST. U. L. REV. 563, 577 (2012).

149 Id. at 581.
150 Id. at 566-67. The broad category of public policy defenses was famously

described by Judge Burrough as a "very unruly horse." Id. at 564 (quoting
Richardson v. Mellish, (1824) 130 Eng. Rep. 294, 303; 2 Bing 229, 251-52 (Burrough,

151 Id. at 594-95 (citing Neve v. Davis, 775 N.W.2d 80, 81-82 (S.D. 2009)).
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secret agent could therefore be shared with the government and
used to prosecute Soprano without a warrant or probable cause.
No third-party doctrine is required.

CONCLUSION: BEYOND THE THIRD-PARTY DOCTRINE

In this Article, I suggest how the third-party doctrine might
be abandoned while preserving the government's ability to use
undercover informants and secret agents. I believe I have shown
that the choice we have been given thus far-invasive
government programs and security on the one hand versus
privacy and vulnerability on the other-is a false alternative. I
hope I have also offered further demonstration of the power of a
model of legal protection for privacy based on the rights to
property and contract.

Getting rid of the third-party doctrine is necessary, not
because one has a "reasonable expectation of privacy" in
information shared with a third party, but rather because the
third-party doctrine fails to recognize and protect our rights to
property and contract within the context of government law
enforcement activity. In fact, as I have argued elsewhere,5 2 the
reasonable expectation standard of Katz is itself flawed and
should be eliminated. I do not think it is enough to carve out
enclaves for the traditional trespass doctrine, as Justice Scalia
has done in recent cases.53 Two-tier legal protection for privacy,
as Justice Scalia explicitly suggests in Jones,5 might be an
acceptable waystation, while the courts figure out how properly
to apply property and contract doctrines to cases involving the
Internet and other technologies. But the final goal should be to
recognize that property and contract are the foundations of
privacy, and that Warren and Brandeis were wrong.155

152 Amy L. Peikoff, Pragmatism and Privacy, 5 N.Y.U. J.L. & LIBERTY 638, 658-
61 (analyzing and critiquing the Katz "reasonable expectation of privacy" test).

153 Id. at 665-69 (explaining why Justice Scalia's approach in Kyllo v. United

States, 533 U.S. 27 (2001), is not, despite appearances, a fundamental departure
from Katz).

151 United States v. Jones, 132 S. Ct. 945, 953 (2012) ("[Ulnlike the concurrence,
which would make Katz the exclusive test, we do not make trespass the exclusive
test. Situations involving merely the transmission of electronic signals without
trespass would remain subject to Katz analysis.").

15' This goal may not be that unrealistic: Stephen Henderson, for example, asks
"whether Jones might be a first step in the Court jettisoning the reasonable
expectation of privacy criterion." Henderson, supra note 25, at 451.

[Vol. 88:349



2014] OF THIRD-PARTY BA THWA TER 377

I am hopeful that today's widespread concern about
government databases and invasive NSA programs can be used
to motivate courts and legislators to reconsider the third-party
doctrine and, ultimately, the whole model for the legal protection
of privacy.
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